MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb
HaumeHnoBanue o6pa3zoBaTejibHON NporpaMMsl: be3onacHoCTh KOMIIBLIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajaBpuaT

®opma o0yuenusi: Ounas

PabGouyasi nporpaMmma IuCUUIIMHBI
BE3OITACHOCTb KPUTHYECKOU UTH®OPMAIIMOHHOHA
NHO®PACTPYKTYPbBI OBBEKTOB DOHEPI'ETUKH

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uit

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IIAHY:

180 yacoB

Jexnun

6 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

6 cemecTp - 56 yaca;

JladopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

Kouncynabranuu

6 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

6 cemecTp - 93,5 yaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
JesoBasi urpa
TecTtupoBanue

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

6 cemectp - 0,5 yaca;

MockBa 2026




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

Soocasadid Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi




1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI
Ilesb ocBOCHMS AMCHUILIMHBI. N3Y4YE€HUE TEOPETUYECKUX OCHOB oOecredeHuss MH(GOpMamoHHON
0€30MaCHOCTH Ha 00BEKTAaX KPUTHUECKOW MH(MOPMAIIMOHHON MH(PACTPYKTYpHI, a Takke mpuoOpereHue
IPAaKTUYECKUX HaBBIKOB BHEAPEHMs NPOTPAMMHBIX M TEXHHYECKHUX CPEACTB 3alllUThl MHpOpMAaLUH, a
TakkKe pa3pabOTKM HOPMATUBHBIX JIOKYMEHTOB B oOiactu obecriedeHusi Ib Ha 00bEeKTaxX KpUTUYECKOM
UH(POPMALMOHHON HHPPACTPYKTYPbI SHEPreTUYECKON OTPACIH.
3agaum JUCHMIIMHBI
- IOJIy4eHHE 3HAaHUH B 00J1aCTH 3aKOHO/IATEIIbHOTO U HOPMAaTUBHOI'O PErYJIIMPOBAHUS
UH(POPMALIMOHHOM 0€30MaCHOCTH 00BEKTOB KPUTHYECKONH MH(POPMALMOHHOW HHPPACTPYKTYPHI;
- IOJIyYeHHE 3HAaHUH B 00J1aCTH OCHOB IOCTPOEHHUS, CTPYKTYPBI U (YHKLIHOHUPOBAHUS
AIIEKTPUIECKON 1TU(POBOH TOICTAHIIHH;
- (hopMUpOBaHHME NIPAKTUYECKUX HABBIKOB B 00€CIIeYeHUH HH(POPMALIMOHHOM 6€3011acHOCTH
00bexToB KM Ha 0OCHOBE CHCTEMHOIO ITOIX0/A;
- (hopMUpOBaHHME NPAKTUYECKUX HABBIKOB B pa3pabOTKe JOKyMEHTOB B o0nacti obecneuenus b
o0wvexToB KUN.

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3aIJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIETeHIIUIi

KOI[ U HAMMCHOBAHHEC KOI[ 1 HAMMCHOBAaHHEC 3al'lJIaHI/Ip0BaHHI)Ie pe3yJabTaThl Oﬁy‘leHI/lﬂ
KOMIICTCHIMNH HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH

PIIK-1 I'oroB o6ecnieunBars | MJ1-1pnk-1 AIMUHUCTpHPYET SHaTb.

3aIuTy HHQOPMALIUY B CHCTEMBI 3aLIUTHI - BOSMOKHOCTH IIPOTPAMMHBIX H
aBTOMATHU3MPOBAaHHBIX uHpopManuu TCXHHICCKUX CPEICTB MOHUTOPUHI'A
CHUCTEMax B MPOIECCe UX ABTOMAaTH3MPOBAHHBIX CHcTeM | 3AUIMIIEHHOCTH 00bekToB KMM;;
SKCILTyaTaIHH - IepevYeHb TPeOOBAHU 3aLUThHI

uHpopmanuu Ha oObexTax KUU;.

YMETB:
- INIAHUPOBATh MEPOIIPUATHUS

MOHHUTOPHHTA 3alIUIICHHOCTH 00BEKTOB

KHH.
PIIK-1 I'otoB obecnieuuBats | M/1-2prk-1 Yrpasiser SHATB.
3amuTy HHpOpMaluu B 3aIuUTON NH(pOpPMalUU B - IPABOBBIC OCHOBBI 3AIIHTHI HHPOPMALUH
ABTOMATU3UPOBAHHBIX ABTOMATU3UPOBAHHBIX Ha oObexTax KMU;;
cHucTeMax B IPOLECCE UX CHUCTEMaxX - [IpaBUJIa KATETOPHPOBAHHS OOBEKTOB
JKCIITyaTaluu KWW snepreTuxus;.

YMETb:

- BBIMOJIHATH OCHOBHBIE Pa0OTHI 1O
KareropupoBanuio o0rekToB KN
DHEPreTHUKU;;

- (popmupoBaTh nepeveHp u
II0CJIE0BATENBHOCTD BBINOTHEHUS
Mepomnpustuii o 3amute KU o6bexToB

DHEPTEeTHKHU;.
PIIK-1 I'otoB o6ecneunBats | MJI-3pnk-1 Bemonuser 3HaTb:
3amuTy HHGOPMAITUHU B MOHUTOPHUHT 3aIUIIEHHOCTH - nanadr yrpos oosexram KMN
aBTOMaTU3UPOBAHHBIX I/IH(I)OpMaLII/II/I B OHEPICTUKHU U OCHOBHBIC BEKTOPEI aTaK Ha
CHCTEMax B IIPOIECCE UX aBTOMaTHU3UPOBAHHBIX HHX;,
SKCIUTyaTaluu cucreMax - OCHOBBI KOHIICTILMH LIH(POBOIL




Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm
KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

anektpuieckoit noacranuuu (LI1C);.

YMETh:

- BBIIIOJIHATH OCHOBHBIE IIPOLIEAYPHI,
aHAJIM3UPOBATh HHPOPMALIUIO
MOHHUTOPHHTA U pa3padaThiBaTh
PEKOMEHIallUU 110 PE3yIbTaTaM aHaIN3a;
- IPaBUIILHO IPUMEHSTH TPEOOBAaHUS
IIPABOBBIX 1 HOPMAaTUBHBIX JOKYMEHTOB

1 o0ecriedeHus: 0€30IaCHOCTH O0BEKTOB
KHUUN.

2. MECTO JUCHHUILINHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JlucuuIuiiHa OTHOCHTCS K OCHOBHOH MpOo(eCcCHOHAILHOW 00pa3oBaTelbHON Iporpamme
besonacHocth koMmmblOTepHBIX cuctem (manee — OIIOII), nampanenuss noarotoBku 10.03.01
WNudopmanmonHas 6e301acHOCTb, YPOBEHb 00pa30BaHUS: BbIcIiee 00pa3oBaHue - OaKalaBpHar.

bazupyercs Ha ypoBHE cpeHero o01iero oopa3oBaHusl.

PesynbpTarhl 00y4eHus, MojrydeHHbIE P OCBOEHUM JUCHUIUIMHBI, HEOOXOAUMBI IIPU BBIITOJHEHUN
BBIIYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OpraHu3anus 3aiuThl 44 6 8 - 16 - - - - - 20 - Camocmoamesibhoe uzyuenue
nHdopmanuu Ha meopemuueckoz0 mamepuana: HopmatusHoe
o0bekrax KU perynupoBanue 6e3onacHocT 00bexToB KU
11 IIpaBoBoe 10 2 - 4 - - - - - 4 - Ha OCHOBe nousioxkeHuit mpukaza PCTIK
peryiaupoBaHue Poccun No239 ot 25.12.2017. CoctaB mep
6e3omacHoCTH 6e3omnacHocTH 3HaYMMBIX 00bekTOB KU B
o0nexToB KM COOTBETCTBUH C UX KATETOPUEH 3HAYNMOCTH.
1.2 KareropupoBanue 12 2 - 4 - - - - - 6 - Camocmoamenvroe usyyenue
o0wexToB KM meopemuuecko20 mamepuana: AHanu3 yrpos
1.3 DHepreTuka Kak cdepa 10 2 - 4 - - - - - 4 - 6e3omacroctn o0bekTaM KU sHepreTnku u
(I)YHKL[I/IOHI/IPOBaHI/IH HOCJ'Ie,IlCTBI/Iﬁ peaiin3anunu yrpos.
KHN. Camocmoamenvnoe uzyuenue
1.4 Oo0ecrieueHue 12 2 - 4 - - - - - 6 - meopemuuecko20 mamepuaja. ITousrue
6e30MaCHOCTH 3HauYUMBIX 00bekTOB KU 1 ux xateropuu.
3HAUUMBIX 0OBEKTOB Camocmoamenbhnoe U3yueHue
KUMW. meopemuuecko2o mamepuana: ®3-187 ot
26.07.2017r. «O 6e30nmacHOCTH KPUTHYECKOIT
HHPOPMAIMOHHOW HHPPACTPYKTYPEI POy,
OCHOBHBIE TIOJIOKEHUS: CyOBEKTH H OOBEKTHI
KWW, noHATHSA, THUITBI ¥ BHBI.
H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:
[1], 14-18
2 Konnenmus nudpoBoit 50 10 - 20 - - - - - 20 - CamocmosmenbHoe uzyuenue
AIIEKTPUIECKOI meopemuueckozo mamepuana: O0mas
nonctanun (LIIC) xapakTepuctuka ctangapta [EC 62351
2.1 OcHOBBI 10 2 - 4 - - - - - 4 - (Cybersecurity Standards). OcHoBHBIE
TrOCYJIapCTBEHHOU Mexauu3mMbl Ub nmpuMeHUTensHO K 00beKTaM
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MIOJIUTHKH B chepe

OHCPI'CTUKU.

SHEPreTUYECKOU Ilod20mogKa K npaKmu4ecKum 3aHAMUAM:
0€30MacHOCTH. [Monoxenus CTO 34.01 -21-004-2019 o
2.2 OCHOBEI 10 CTPYKTYpE M apXUTEKType MPOTrpaMMHO-
U pOBU3AIIH texHmueckoro kommrekca LI1C. TpeboBanus k
SHEPTeTHKH. unrerpanun LIIC B cuctemy ¢ poBoit
2.3 Konnenmus nudpoBoit 10 3JIEKTPUYECKOM CETH.
3JIEKTPUUYECKOI Ilo020mo6Ka K npaAKmMUu4ecKuM 3aHAMUAM:
MTOJICTAHITUH HAa OCHOBE Konnenmust mudpoBoi 31eKTpHIeCKOH
OTKPBITOTO 00BEKTHO- MOJICTAHIIUM Ha OCHOBE OTKPBITOIO 0OBEKTHO-
OpUECHTHPOBAHHOTO opueHTHpOBaHHOTO cTtaHmapra MOK-61850.
cranaapta MOK- H3yuenue mamepuanoe numepamypHvix
61850. UCIOYHUKOB:
2.4 Crpykrypa 10 [3], 68-120
OpOrpaMMHO- [4], 14-35
TEXHHUYECKOTO
kommuiekca L{I1C.
2.5 Hanpasnenus 10
COBEPLICHCTBOBAHUS
3aIIUTH 0OBEKTOB
SHEPreTUKH OT
KuOepaTak u
JIECTPYKTUBHOTO
BO3JIEHCTBUS.
3 Oprasuzanys u 20 CamocmosamensbHnoe usyuenue
yIpaBJieHUE meopemuueckoz0 mamepuana: Ilapagurma
6€3011acHOCTHIO obecnieuerns 6e3onacHocTu 00pexToB KU
ob6bexkroB KU OHEPIeTUKU B KOHLIETIUU IIPEBEHTUBHOCTH
DHEPreTUKH 3alIUThI OT KHOepaTak.
3.1 locynapctBeHHast 10 Ilo020mo6Ka K npaKmu4ecKum 3aHAmuiIm:
cucTeMa OOHapyXKEeHHS, OmnpezneneHne TOMEHOB 0€30MaCHOCTH
NpeayNpexaeHHs 1 Pas3IMYHOTO YpOBHS TpeOOBaHMIt ¢
JIMKBHUIALUH UCTIONIb30BAaHUEM MH/IyCTPUAIIBHOTO LIII03a
MOCIEACTBHI oe3onacHoctd koMnanuu ViPNet. CucreMsl
KOMIIBIOTEPHBIX aTaK MoHuTOpHHra 3amumeHHoctu cetu ACYTII u
(IT'ocCOIIKA). oOHapy)keHHs KnbepaTak Ha €€ KOMITOHEHTEI
3.2 TexHonorus 10 ISIM kommnanun Positive Technologies.
TIOJIKJTIOYEHHS Camocmoamenvroe usyuenue

3HAYMMOro 00BEKTa

meopemu4ecKozo mamepuaia. Cucrema c6opa
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KWW >nepreTuxu k
uentpy ['ocCOITKA

COOBITHH: CTPYKTYypa, KOMIUIEKC MPOTrPaMMHBIX
U NIPOTPaMMHO-aNIapaTHBIX KOMIOHEHTOB.
ITodz0mogKa K npaKmuyecKuUM 3aHAMUAM:
[TepedeHp, 00BbEM U MOCIIEIOBATEILHOCTD
paboTsl o moakIroueHuro. PaspaboTka
KOMIUIEKTa JOKYMEHTALMH IS OAKITIOYEHHS.
Camocmoamensnoe uzyuenue
meopemuueckozo mamepuana: I1onsatue,
HIOJIOXKEHHE, [IeJIH, 331a9d U CTPYKTypa
cucteMsl. Perynmuposanune I'ocCOIIKA.
[Mopsiiok NOAKIIIOUSHHSI 3HAYUMBIX 00BEKTOB
KHNU x I'ocCOIIKA.

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOG:

[2], 24-29

Opranuzanus coopa
HHPOPMALIIHT O
cobOpITusax ot LIIC.

20

4.1

Cuctema cbopa
COOBITHI: CTPYKTYpA,
KOMILJIEKC
NPOrPaMMHBIX H
MPOrpaMMHO-
anmnapaTHbIX
KOMITOHEHTOB

10

4.2

Opranuzanus
(buKcay 1 XpaHeHHs
nHpopmanuu B
KypHaJax cOOBITHH

10

Iloozomogka pacuemnvix 3a0anuii: 3a1aHus
OpHEHTHUPOBAHBI Ha PEIICHNS MUHU3a1a4 110
paszgeny "Opranmsanus coopa HHOOPMAIHH O
cobprrusix ot LTIC.". CTymeHTH HE0OX0 MO
MTOBTOPUTH TEOPETHICCKIIA MaTepHal,
pa3o0pate MpUMepHI PEIICHUS AaHATIOTUIHBIX
3a/1a4. MPOBECTH PAaCUYETHl IO BApUAHTY 3aJaHUs
U CIeNaTh BBIBOJBI. B kadecTBe 3amaHus
HCTIONIB3YIOTCS CIEYIOIINE YIIPAKHEHHS:
CamocmoamensHoe usyuenue
meopemuyueckozo mamepuana: VI3yaenue
JIOTIOJTHUTEIFHOTO MaTepuana 1o pa3aeny
"Opranmzanus coopa HHPOPMAIHH O COOBITHIX
ot LIIIC."

IIposedenue Ikcnepumenma: Pabota
BEITIOJTHACTCS 110 MHAWBUAYAIEHOMY 3aIaHHIO.
JIis mpoBeIeHHsI UCCIICIOBAHMS IPUMEHSICTCS
cienyromniee 000pyI0BaHUE:

Iloozomoexa K npaKkmuyecKum 3auAmMUAM:
M3yuenne marepuana o pasaeny
"Opranamuzanus cOopa HH(POPMAIUK O COOBITHIX
ot LII1C." moAroToBKa K BBIMOJHEHUIO 3aJaHUI
Ha MPAKTHYCCKUX 3AHITHIX

Iloozomoexa kypcosoii padomoui: Kypcosas
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paborta npezacTaBieHa B BUAE KPYIHOH 3a1auu
1o y4eOHOMY KeliCcy, OXBaThIBalOLIeH
HECKOJIBKO PAaCUETHBIX BOIIPOCOB M BBIOOD
BapHaHTa MIPOEKTHOTO perreHus. [Tpumep
3aaHAS:

Ilo020moeKka K KOHmMPOIbHOU padome:
Wzydenne maTepuaioB Mo pa3uery
Opraamsanus coopa HHGOPMAIUH O COOBITHIX
ot LIIC. n moaroroBka K KOHTPOJIBHOH paboTe
Iloozomogka doknada, 8ylcMynieHus:
3ajaHue CBS3aHO C YIIyOJCHHBIM U3y4EHUEM
pa3aenoB AUCHUILUIMHBI U CAMOCTOATEIBHBIM
MIOUCKOM MaTepHaJIOB IS PACKPBITHS TEMBI
JI0KJIaaa. MaTepuaibl BBIOJIHEHHOH pabOoThI
MIPEJCTABIIIOTCA B JICKTPOHHOM BHJIE WIH B
(opMe pacriedaTaHHBIX PE3EHTAIMOHHBIX
cinaiizioB. B xauecTBe TeM JOKIIAOB CTyICHTaM
MIPeUIaratoTCsl CISAYIOINE BAPHAHTHI:
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH perieHus
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHue
BBIJIAETCA CTYICHTAM I10 U3YYEHHOMY B pasjiene
"Opranuzanus coopa HHPOPMaIUHU O COOBITHSX
ot LUIIC." maTepuany. JlonogHUTETHHO
CTYZCHTY HEOOXOIUMO U3YyUUTH JTUTEPATYPY U
pa300paTe MPUMEPHI BHITOTHEHUS TIOTOOHBIX
3amanuil. [IpoBepka qOMaIIHEro 33 aHus
MIPOBOUTCS IO TPEACTABICHHBIM TICEMEHHBIM
paboTtam.

Ilo020mo6Ka K ayoumopHvLyM 3aHAmMuAM:
ITpopaboTka JeKunH, BBIOJIHEHHE U
MOJITOTOBKA K 3amuTe 1ab. paboThI
Iloozomoeka K rabopamopnoii padome: J1ns
BBITIOJTHEHUS 33/IaHUH 10 TabopaTopHOi paboTe
HEO0XOIUMO NPEABAPUTEIHHO U3YyIUTh TEMY H
3aJ1a4¥ BBITIOJHEHNUS 1Tab0paTOPHOH paboTsh, a
TaK K€ U3y4UTh BOMPOCHI BAPUAHTOB
00paboTKH pe3ysIbTaTOB 110 U3YUEHHOMY B
paszene "Opranuzaiys coopa HHPOpMaIHHU O
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coobrTusix ot LI1C." marepuaiy.

Ilodzomogeka Kypcosozo npoexma: KypcoBoii
MIPOEKT BBIIOJIHSETCS 110 UHIUBHIYILHOMY
3amaHnio. B pamkax paboTeI HEOOXOIUMO
paccunTaTh OCHOBHBIC TTOKa3aTeNn paboThI
000pyI0BaHNUs, BEIOPATh ONITUMAIIEHOE
peumienue. KypcoBoil IpoeKT npeaycMaTpruBaeT
MOSICHUTENBHYIO 3aITICKY C pacueTaMy 1
rpadudeckyro 4acTb. B 3amanue BxoauT pacder
CIEIYIOUINX IToKa3aTeneil:

Iloozomogka pacuemuo-zpaduueckozo
3adanua: B pamkax pacyeTHO-rpadyecKoro
3aJaHus BBIIOJIHACTCA YE€PTEIK KOHCTPYKIIUU.
JI7151 BBITIOJIHEHUS YEPTEKEN BBIIOIHIKOTCS
mpeaABapUTEIIbHBIC PACYETBl OCHOBHBIX
MoKazaTesiel, KOTOphIe YKa3bIBaIOTCS Ha
yepTexe. 3agaHue BHIOIHACTCS
WHIMBHUIYaJIbHO 110 BapuaHTaM. B kauecTBe Tem
3a7aHusI IPUMEHSIOTCS CIIETYIOIINe:
Ilposedenue uccnedosanuii: Pabora
BBITIOTHACTCS 110 HHANBUIyaTbHOMY 331aHHIO.
Jlnst mpoBeieHus UcCle10BaHUS IPUMEHSETCS
CIIEIYIOIINE MaTepHaIbl:

IlodzomogKa K meKkyuiemy KOHmMpOJo:
IToBTOpEeHue MaTepuana no pasaeny
"Opranuzanus coopa HHPOPMaIUHU O COOBITHSX
ot LIIIC."

Ilodzomoeka pepepama: B pamkax
pedepaTiBHON YacTH CTYJAECHTY HEOOXO UM
IIPOBECTH 0030p JIUTEPATYPHBIX HCTOYHUKOB I10
BBIOpaHHOW TeMe, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHU C TEMOH pedepara,
TOATOTOBUTD MPE3CHTALNIO JIJI BBICTYIIJICHUSA
0 pe3yibTaTaM padoThl HA CEMUHAPCKOM
3aHATHH. B kadecTBe TeM pedepaTa CTYICHTY
MIPEJUIaraloTCsl CIeAYIONNEe BAPHAHTHI:

IIporpammHsble U
IIPOrpaMMHO-
annaparHele peleHus

10

Iloozomoexa kK meKkyuiemy KOHmMpOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"[IporpaMMHBIe ¥ IPOTPaMMHO-aMIIapaTHEIE
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s 0obextoB KN
JHEPIeTUKH.

pemenus st oo0bekroB KU sHepretuku.”
IIpogedenue uccnedosanuii: Pabora

5.1

IIporpammuo-
anmnapaTHble pelieHus
0€e301acHOCTH
poccuiickux
MIPOU3BOJUTENEH A1
oowsexToB KM
SHEPTeTHKH.

5.2

[lepciekTHBBI pa3BUTUS
MIPOTPaMMHOTO U
MPOTPaMMHO-
anmapaTHOro
obecrieyeHus
0e30MacHOCTH
o6bpexkroB KU
9HEPIEeTUKH.

BBINOJIHACTCS [0 UHAUBUAYAIBHOMY 3a/IaHHIO.
JInist IpoBeICHNS HCCIIEIOBAHMSI IPUMEHSIETCS
CJIEAYFOIINE MAaTePHAbL:

Iloozomoeka peghepama: B pamkax
pedepaTHBHOM YacTH CTYAEHTY HEOOXOIIM
MIPOBECTH 0030p IUTEPATYPHBIX HCTOYHUKOB IT0
BBIOpaHHOW TeME, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHU C TEMOH pedepara,
MOJITOTOBUTH IIPE3CHTAIUIO [T BBICTYIIICHUS
IO pe3yJbTaTaM paboThl HA CEMUHAPCKOM
3aHATHH. B KauecTBe TeM pedepaTa CTyIeHTY
MIpeUIaraloTCs CIeyIoIe BApHAHTHI:
Iloozomogka pacuemupix 3adanuii: 3aianus
OpPHEHTHPOBAHBI Ha PEIICHI MHUHN3a/1a4 110
pazneny "[IporpaMMHbIE U IPOTPAMMHO-
ammapartHele penieHns A oobexkro KU
sHepreTuku.". CTyIeHTH HeOOXOIIMMO
MOBTOPUTH TEOPETHUECKUI MaTepHall,
pa3o0path NpUMeEpHI PEIICHNs] aHATOTHIHBIX
3a7a4. MPOBECTH PACUYETHI 110 BAPHAHTY 3aJaHUS
U cJleNaTh BEIBOJBL. B kauecTBe 3amaHus
HCTIONB3YIOTCS CIEIYIONNe YIPAKHEHHS:
Camocmoamenvroe usyuenue
meopemuuecko2o mamepuana: VIsyaenue
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"I[IporpamMMHbI€ ¥ IPOrpaMMHO-aNapaTHbIE
pemenns st oopekroB KM sHepreruku.”
Ilposedenue Ixcnepumenma: Padora
BBITIOTHSACTCS 110 HHANBUIyaTbHOMY 33/1aHHIO.
Jlns npoBeneHNsl UCClIe0BaHMs IPUMEHSIETCS
cienytomiee 000pya0BaHHE:

ITodzomoska Kk npakmuyecKum 3aHAMUAM:
N3yueHnue marepuana o pasjaeiy
"[IporpaMMHBIE ¥ IPOTPAMMHO-AIIIapPaTHBIE
pemenus it oopekroB KM sHepreruku.”
MIOJITOTOBKA K BBITTOJIHEHHIO 3aJaHUN Ha
MPAaKTUYECKUX 3aHATUIX

Ilodzomogxa Kypcosou padomui: Kypcopas
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paboTa mpejcTaBiIeHa B BUJIE KPYITHOM 3a1aun
1o y4eOHOMY KelCy, OXBaThIBaIOIICH
HECKOJIbKO PACUYCTHBIX BOIIPOCOB U BEIOOD
BapHaHTa MIPOEKTHOTO perreHus. [Tpumep
3aaHAS:

Ilo020moeKka K KOHmMPOIbHOU padome:
Wzydenne maTepuaioB Mo pa3uery
[IporpamMMHBIe ¥ IPOTPaMMHO-AIIAPATHBIE
pemenns st oopektoB KM sHEepreTuku. n
MOJITOTOBKA K KOHTPOJIBHOI paboTte
Iloozomogka doknada, gblcmynieHuA:
3ajaHue CBA3aHO C YIIyOJCHHBIM U3y4CHUEM
pa3aenoB JUCHUILUIMHBI U CAMOCTOATEIbHBIM
MIOMCKOM MaTepHaiOB JJIsl PACKPBHITUS TEMBI
JI0KJIaaa. MaTepuaibl BBIOJIHEHHOH paboThI
MIPECTaBILIIOTCS B JICKTPOHHOM BHJE WIH B
(opMe pacrieqaTaHHBIX MPE3EHTAIMOHHBIX
cinaiizioB. B xauecTBe TeM JOKIIAOB CTyICHTAM
MIpeUIaraloTCsl CIeAYIOINE BAPHAHTHIL:
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAITHETO 3aJaHUS HAIpaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHne
BBIJIA€TCA CTYACHTAM I10 U3Y4EHHOMY B pasjiene
"[IporpaMMHBIE€ U IPOrPaMMHO-aNIapaTHBIE
pemenus g oosekroB KM sHepreruku.”
MaTepuainy. JJomoHUTEeTbHO CTYACHTY
HEO0XOIMMO U3yUUTh JUTEPATYPY U pazo0pars
MIPUMEPHI BBITIOTHEHUS ITOTOOHBIX 33 JaHHH.
[IpoBepka goOMAaIIHETO 3aJaHHS TPOBOTUTCS TI0
MIpeCTaBICHHBIM MTUCHEMEHHBIM pa0oTaM.
Ilod20mogKa K ayOumopHvim 3aHAMUAM:
[TpopaboTka JEeKINH, BEIOJTHEHUE U
MOJITOTOBKA K 3aImuTe J1a0. paboTsl
Iloozomoeka K rabopamopnoii pavome: J1ns
BBITIOJTHEHUS 3a/IaHUH 10 TabopaTopHOi paboTe
HE00X0IMMO TIPEABAPUTEIHHO U3YUUTh TEMY U
3a[a4y BBITIOJTHEHNUS 1ab0paTOpHOH paboTsl, a
TaK K€ U3yYUTh BOIPOCHI BAPHAHTOB
00pabOTKU Pe3yNILTATOB 110 H3YYCHHOMY B
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paznene "lIporpaMMHBIe U IPOTPAMMHO-
anmnapaTHble pemenus 1 oobextoB KN
JHEpreTUKu." Marepuanty.

Ilodzomoeka Kypcosozo npoexma: KypcoBoit
MPOEKT BBITIOJIHACTCS [0 HHANBUAYATbHOMY
3amannio. B pamkax paboTeI HEOOXOIUMO
paccunTaTh OCHOBHBIC TTOKa3aTeNn paboThI
00opynoBaHus, BEIOPATH ONTUMAITEHOE
pemienue. KypcoBoil IpOeKT npeaycMaTprBacT
MOSICHUTEILHYIO 3aITUCKY C pacueTaMy U
rpaduyeckyo 4acTb. B 3aqanue BXoauT pacuer
CIeAyIOIINX MoKa3aTeei:

Ilooz0mogka pacuemuo-zpaguueckozo
3adanua: B pamkax pacyeTHO-rpayecKoOro
3aJaHus BBIIOJIHACTCA YE€PTEIK KOHCTPYKIIUU.
J1J1s1 BBITIOJTHEHUS! YePTEXKEN BBITOHSIIOTCS
IIpeABapUTEIbHBIC PACUEThl OCHOBHBIX
MoKazaTesiel, KOTOphIe YKa3bIBaIOTCS Ha
yepTexe. 3agaHue BBINOIHACTCS
MHIMBHUIYaJIBHO 110 BapuaHTaM. B kauecTBe Tem
3aaHusI IPUMEHSIOTCS CISTYIOINE:

Ok3ameH 36.0 - - - 0.5 - 335
Bcero 3a cemecTp 180.0 28 - 56 0.5 60 335
Hroro 3a cemecTp 180.0 28 - 56 2 - 0.5 935

IIpumeuanue: Jlex — nexunu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoekram/padoram; MKKII — unanBuyanbHble KOHCYIbTAlMU 0 KYpPCOBBIM NpoekTam/padoram; ['K- rpymnnoBsie KOHCYIbTAlUH 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas paborta crynenTa; UKP — unas konraktHas padota; TK — Texymmii KoHTpodb; [TA — npomexxyrouHas

aTrTecranusa
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3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Opeanuszayus sawumot undopmayuu na obvexmax KUHU

1.1. IIpaBoBoe perynupoBanue 6e3onacHoctn 00bekToB KM

@®3-187 ot 26.07.2017r. «O 6e30MacHOCTH KPUTHIECKOH MH(DOPMAIIMOHHON MH(PPACTPYKTYPHI
P®y». OcHoBHBIC TONOXKEHUSA: CYOBbeKThI U 00bekThl KWW, monsTHS, TUIIBI U BUIBL. «JlopoxkHas
KapTay 1O BHIMOIHEHHIO TpeboBaHuih ®3 «O 0e30MaCHOCTH KPUTHYECKOW HWH(POPMAIMOHHON
uHppacTpyKkTyphl PD..

1.2. KareropupoBanue 06sexToB KUN
[Tonsitue 3naunMbix 00bekTOoB KU 1 ux kareropuu. Ilepeuens o6wexkroB KMU: UC, ACY,
NTKC. Csszp KU ¢ unpopmannonusivu cucremamu ['MIC, MUC, uasimu UC..

1.3. DHepretuka kak chepa byakunonupoBanus KNN.

AHnamm3 yrpo3 6e3omacHocta o0bekTam KM sHepreTuku u MOCICACTBUN pealli3aluu yrpo3s.
AHanM3 COBPEMEHHOTO YPOBHS IU(GPOBHU3AIMKM JIHEPreTHUKH W TMEPCHEKTUBBI ee LudpoBon
tpanchopmaruu. [Ipobdrema uMnopro3aMenieHus B SHEPTETUKE U TTEPCIIEKTUBBI €€ PEIICHHUS. .

1.4. OGecneuenue 6e3omacHoCcTH 3HaUUMBIX 00BeKkTOB KUU.

HopmartuBHoe perynmupoBanue OezomacHoctd 00bekToB KM Ha ocHOBE MoOOKeHMIA MpHUKa3a
OCTOIK Poccun Ne239 ot 25.12.2017. CocraB mep 6e3omacHOCTH 3HauuMbIX 00bekToB KU B
COOTBETCTBUU C UX KaTETOpUEH 3HAYUMOCTH..

2. Konuenuus yudposou snexkmpuueckou noocmarnuuu (L{I1C)

2.1. OcHOBBI TOCYIAPCTBEHHOM MOJIUTUKH B chepe IHEPreTUIECKON Oe30acHOCTH.

OHepretudeckas crparerus Ha nepuol 10 2035 r. HamuoHanbHBIA IMPOEKT «OHEPAKUHET.
Peanuzamnus konnenumu «MHTepHEeTa DHEeprumy». JleleHTpaan30BaHHAs 3JIEKTPOIHEPTreTHUUecKas
cucremMa IDEA (Internet of Distributed Energy Architecture). OOmmii KOHTEKCT O€30macHOCTH
3HaunMbIX 00bekTOB KUU sHepreTuxm..

2.2. OcHOBBI LU (POBU3ALUHN SHEPTETUKH.

OO6muii koHTekcT 1M@poBu3zauuu. Ilmocsl u MmuHychl uudposuzanuu. CoBpeMeHHbIE
HanpaBieHuss LupoBoi TpaHchopmaruu sHepreTMkd P®. YpoBeHb HHTEIUIEKTYaJbHOCTH U
yHUpHUKaUU 000py10BaHUS. .

2.3. Konuenuus nudpoBoii 31eKTpUUeCcKOi MOJICTAHIIMN Ha OCHOBE OTKPHITOTO 00BEKTHO-
opueHTHpoBaHHOTO cTaHaapra MOK-61850.

Nnes cranpapra MOK-61850. OcHoBHBIE NOHATHS cTaHAapTa. [lepeuens pas3nenos cranmapra.
[Ipobniema obmena wuHopMalueil: TexHOJOruueckas, ymnpasieHdeckas. [Iporokosnbr oOMeHa
uHpopmanueit 00bexkToB 3HepreTuku GOOSE, MMS u ananu3 u3 3amuiieHHoctu. [lpeumyiectsa
LIIC. Vsazsumoctu LIIC..

2.4. CtpykTypa nporpaMmMHo- TexHuueckoro kommiekca LI1C.

[Monoxenns CTO 34.01 -21-004-2019 o cTpyKType ¥ apXUTEKType IPOTPaAMMHO- TEXHUIECKOTO
komruiekca IIIC. TpeboBanus k unterparuu LIIC B cucreMy mudpoBOil 3JIEKTPUUECKON CETH.
ABTOMaTH3UPOBAHHBIE CHUCTEMbl YIPABIEHUS TEXHOJOTUYECKUMHU MPOIECCaMU, CHCTEMBI
OIEpaTUBHO-TEXHOJIOITMYECKOTO U  ONEPAaTUBHO-IUCIETYEPCKOrO ynpasieHHs. KommiekcHas
cucreMa obecrieueHus 6e30macHOCTH U obecrieuenne napopmannonHoit 6e3omacuoctu LIIC..
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2.5. HanpaBiieHusi COBEpIICHCTBOBAHMS 3aLIUThI 0OBEKTOB YHEPIeTUKU OT KUOEpaTak u
JNECTPYKTUBHOTO BO3/IEUCTBUS.

O6mas xapakrepuctuka cranmapra IEC 62351 (Cybersecurity Standards). OcHoBHBIC
Mexanu3mbl b mpumeHuTenbHO K oObekTaM sHepreTuku. llepcrekTuBbl, ¢GOpMbI U CHOCOOBI
IIPAKTUYECKOI0 NMPUMEHEHMSI MOJIOXKEHUIM cTaHaapTa Ha o0bekTax sHepreTuku P®. IlepcnexTussl
pa3paboTKu TPeOOBAHWI B OTHOIIEHWW 0a30BBIX (YHKIHUKA W MHPOPMAIMOHHON OE30MacHOCTH
00BEKTOB EKTPOdHEpPreTHKH PD 1 co31aHus CHCTEMBI YAaJICHHOTO MOHUTOPUHTA. .

3. Opeanuzauus u ynpasierue besonacHocmvio 0owvekmos KHUU suepzemuxu

3.1. T'ocynapcTBeHHas cucTeMa OOHAPYKCHHSI, TPEAYIPEKACHUS U JTUKBUIAIINH ITOCICICTBUI
koMibroTepHBIX aTak (I'ocCOIIKA).

[TonsiTue, monoxeHue, LEIH, 3a7adyd U CTpyKTypa cucrteMbl. PerymupoBanue I'ocCOIIKA.
[Topsimok  monkimroueHuss  3HauuMbIX  00bekTOB KWW k  T'ocCOIIKA.  Opranuzanus
MH(OPMaLlMOHHOIO B3auMoecTBUs U oOMeHa Mex 1ty oobekTamu ['ocCOIIKA..

3.2. Texunonorus nogxiaoueHus 3Hauumoro oobekra KU suepreruku k nuentpy 'ocCOITKA

TexHonorust monkimoueHuss 3Hauumoro oowrekta KWW smepreruku k mnentpy ['ocCOIIKA.
[Tepedyerp, 00beM M TOCIEAOBATEIBHOCTH PAOOTHI IO MOJKIIOUCHHIO. Pa3paboTka KoMILIeKTa
JIOKYMEHTAITUH JIJISl TIOJIKITIOUYCHUS. Y CJIOBHS M YPOBEHB TEXHUYECKOW OCHAIIEHHOCTH JJIsi PabOTHI B
coctaBe ['ocCOIIKA. Ilopsimok mpeacrabieHuss nHGopMauu 00 MHIUMACHTaX OE30MacHOCTH Ha
oonexrax KUI..

4. Opeanuzauus coopa ungdopmauuu o coovimusx om LIIC.

4.1. Cucrema cbopa COOBITUI: CTPYKTYpa, KOMILIEKC IPOrPAMMHBIX U IPOIPaMMHO-
anmapaTHbIX KOMIIOHEHTOB

Cucrema cbopa cOOBITHI: CTPYKTypa, KOMIUIEKC MPOTPaMMHBIX M MPOrpPaMMHO-ANIMapaTHbIX
KOMIOHEHTOB.  CurnHanmuzanus  cocrosuuii  APMos, SCADA  cepBepoB, BTOPHUYHOIO
KOMMYHUKAITHOHHOTO 00OPYI0BAHHSI. .

4.2. Opranuzanus pukcauy ¥ XpaHeHus: HHGOpMaIuK B )KypHaiIax COOBITHH
Opranuzanusa ¢uKcauuu M XpaHeHUus HHPopMalUu B KypHajlax coObITHil. BcrpoeHHbie
MexaHu3Mbl 3amuTel MasterSCADA ..

5. Ilpoepammuvie u npocpammuo-annapamuvie pewteHus 01 oovexkmos KUU snepzemuxu.

5.1. IlporpaMMHoO-anmapaTHbIe peleHHs 6€30MacCHOCTH POCCUICKUX MPOU3BOIUTENEH [UIs
o0wvextoB KU snepreTuxy.

OO0m1ast xapakTepucTHKa U MepeYeHb MPOrPaMMHBIX U MPOrPaMMHO-ANINaPATHRIX PEIICHUN s
o0vexktoB KMUM suepretuku. CpexactBa cermentupoBanus JIBC mnoacrannuu. OnpeneneHue
JIOMEHOB 0€30MacHOCTH Pa3IMYHOrO YPOBHS TPeOOBaHUM C HCHOJIB30BAHWEM HHAYCTPHAIBLHOTO
nuto3a 6e3onacHoctu komnanuu ViPNet. Cuctembl MoHuTOpHHTa 3amuiieHHocTH cetu ACYTII
oOHapy>keHHs kuOepaTtak Ha ee koMroHeHTs! ISIM kommnanuu Positive Technologies..

5.2. IlepcrieKTUBBI Pa3BUTHSI MPOTPAMMHOTO U MTPOTPAMMHO-ANMapaTHOTO 00ECTICYCHHS
6e3onmacHoctn 00bexToB KU 3HepreTux.

[Tapagurma obecmieuenust Oe3zomacHOCTH 00bekTOoB KWW  sHEpreTMkn B  KOHIETIIHH
MPEBEeHTUBHOCTU 3alIUThl OT KuOepatak. [lonuTHka BCTPOCHHOCTH MEXaHW3MOB 3alllUTHI B
OCHOBHOM TEXHOJOTHYECKUA (PYHKIIMOHAT OOBEKTOB. MexaHW3MBbl NMPEBEHTHBHOCTH PEAKIIMU Ha
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kuOepaTaky. AHanuTHUecKass o0OpaboTka cOOBITHH OE30MaCHOCTH Ha OCHOBE KOPPEISIMOHHBIX
METOJIOB M HCKYCCTBEHHOTO MHTEIIICKTA. .

3.3. TeMbl NPaKTHYECKUX 3aHATHH
1. HanipaBnieHusi COBEpIIEHCTBOBAHUS 3aIIUTHl 00BEKTOB SHEPTETUKU OT KHOepaTak u
JIECTPYKTUBHOTO BO3/encTBUs. JlenoBas urpa. (4 yaca).;
2. CTpyKTypa nporpaMMHoO- TexHu4yeckoro komruiekca LIIC. .;
3. Konnenuus LIIC Ha ocHOBE OTKPBITOr0 00bEKTHO-OPUEHTUPOBAHHOTO cTaHAapTa MOK-
61850.;
4. HopmatuHoe perynupoBanue 6e3onacnoctu o0bektoB KUMU. [lenoBas urpa.;
5. Kareropuposanne o6bexToB KMU. JlenoBas urpa.;
6. OCHOBBI IIU(PPOBU3AIMH IHEPTETUKHY.;
7. Opranu3zanus coopa napopmanuu o codbitusx ot LIIC. JlenoBas urpa.;
8. IIpaBoBoe perynupoBanue 6e3onacHocta 00bexToB KUU. /lenosas urpa;
9. IlepcriekTUBBI Pa3BUTHS MPOTPAMMHOIO U IPOrPaMMHO-AMIAPATHOTO OOECTIeUeHUs
6e3onacHoctu 00bekToB KM sHepreTuku.;
10. OcHOBBI rOCYAApCTBEHHO MONMUTUKH B chepe sHepreTudeckoii 6ezonacHocTu. [enonas
urpa.;
11. IIporpammHoO-anmnapaTHble pelieHus 0e30MacHOCTH POCCUNCKHUX TPOU3BOAUTENEH JIIs
o6bexToB KU suepretuku.;
12. Texnonorus noakimodeHus 3Haunmoro oorexkra KU snepreruxu k nentpy ['ocCOIIKA.
HenoBas urpa;
13. Ananus yrpo3 6ezonacHoctu o0bekTaM KMU sHepreTHku v mocieacTBUil peanu3aniun
yrpos.;
14. T'ocynapcTBeHHas cucteMa 0OHapyKeHUs, MPEAYNPEKISHUS U TUKBUIAIUHU TOCIEeICTBUN
KOMIIBIOTEPHBIX aTakK..

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPETYyCMOTPEHO
3.5 KoncyabTauuu

Ayoumopuwie KoHCYIbMAyUU O Kypcosomy npoexkmy/pabome (KIIP)

1. KoHcynmpTammu HampaBlIeHbl Ha BBIIOJHEHHE pAa3lEIOB KYpPCOBOTO TIPOEKTa O[]
PYKOBOJICTBOM HAacTaBHMKa (IperojaBaTelns). B paMkax 4YacoB Ha TIpyNIOBbIE
KOHCYJIbTAIlMM pa3OuparoTcss HamOoJjiee BaKHBIE YACTH pACUETHBIX 3aJaHUil pasiena
"Opranuzanus c6opa uHGpopmaruu o coobrTusax ot LIIIC."

2. KoHcymbranmuu HampaBJeHbl Ha BBIIOJIHEHHE pa3/eloB KypCOBOTO TPOEKTa IOJ
PYKOBOJICTBOM HAacTaBHMKa (IperojaBaTelns). B paMkax 4YacoB Ha TIpyHIOBbIE
KOHCYJIbTAIlMM pa30OMparoTcss HamboJiee BaKHBIE YACTH pACUETHBIX 3aJaHUil pasena
"ITporpaMMHBI€ U IPOrpaMMHO-aNaparHele pemenus it o0bekToB KU snepretuxu.”

I pynnosvie koncynomayuu no pazdenam oucyuniunst (I'K)

1. HopmaruBHoe perynupoBaHue OezonmacHocTH 00bekToB KM Ha OcHOBe mOIOKEHUM
npukaza PCTOK Poccum Ne239 ot 25.12.2017.

2. Wnes cranmapra MDK-61850. OcHoBHBIC TOHATHS cTaHnaprta. llepedeHnp pasnenos
craggapta. IIpobrmema oOmeHa wuHGOpMAIMEH: TEXHOJOTUYECKAs], YIIPaBICHYECKAsI.
[Iporokonbel oomeHa uHpOpMainueir o0bekToB dHepreTukn GOOSE, MMS u ananus u3
samuuieHHocty. [Ipenmymecta LIIC. Ysazsumoctu HIIC.

3. OOcyxnenue marepuasioB o keiicam pazgena "Opranumzamusi cbopa uHOpManuud o
cobprtusix ot LIIC."
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4. OOcyxaeHue wmarepuaioB Mo Keiicam pazzgena "[IporpamMmHble W IPOrpaMMHO-
anmapaTHsie permeHus 11 00bexToB KU snepreTukm.”
Hnousuodyanvhvie KoHcyibmayuu no Kypcosomy npoemy /pabome (MKKII)

1. Koncynpranuu nposoasrces mo pasneny "Opranuzanus cOopa MHGOpMaLUU O COOBITHIX
ot LIIC."
2. Koncynpranuu mnposoasrcs 1o paszeny "IlporpamMuble M NporpaMMHO-alIapaTHbIE
pemenust i o0bexToB KUU snepretuxm."”
Texywuii konmpons (TK)

1. CocraB mep OezomacHoCcTH 3HaYMMbIX 00bekTOB KN B COOTBETCTBUUM € MX KaTeropuen

3HaYMMOCTH.

[TonroToBKa K BBIMOJIHEHUIO TECTOBOTO 33/1aHUS

3. Koncynbranuu HampapieHbl Ha MOJIy4€HHE MHIUBHYaIbHOIO 33JaHUS JJIS BBIITOJIHEHHUS
KOHTPOJBHBIX MEpONpUsATHil Mo pazaeny "Opranuzanus coopa nHGoOpManuu 0 COOBITUIX
ot LIIIC."

4. KoHCynbpTanuy HarpaBlieHbl Ha MOJyYE€HHE WHIUBHUIYaIbHOTO 3aaHUs JJISi BHITOJIHEHHS
KOHTPOJIbHBIX MeponpusaTuii mo paszaeny "[Iporpammuble U nporpaMMHO-anapaTHbIE
pewenus i oobekroB KM snepretuxu."

N

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena

O11eHOYHOE CPEICTBO

3arIaHupOBaHHBIE PE3YAbTAThI 0OYUEHUS 110 TUCIUILIHHE Kombt JUCLUTUTMHEI (B (Tl ¥ HAUMEHOBAHHUE)
(B COOTBETCTBHH C pa3zaesioM 1) WHUKATOPOB | COOTBETCTBUU € 11.3.1)
1[2]3]4]5
3HaTth:
nepevyeHs TpeboBaHMi 3auuThl nHpopMaru Ha oobektax KUU; -1 + Jenoas urpa/KoHTponbpHOE 3a/1aHHE
-lpmk-1
2 (menoBasi Urpa)
BO3MOYKHOCTH ITPOTPAMMHBIX U TEXHUYECKHX CPE/ICTB V-1 + Jenoas urpa/KoHTponbpHOE 3a1aHIE
-1pnk-1
MOHHUTOpPHHTA 3anuieHHoctu 06bekroB KNUU; 2 (nemoBas Urpa)
npaswia kareropupoBanus oobexktoB KUU snepreruky; -2 + Konrponsnas padora/KonrponasHoe
-2PIIK-1
3amanue 1 (emoBast urpa)
MIPaBOBbBIE OCHOBBI 3aIUTHI HH(OpManuu Ha oObekTax KNU; VJT-2 + KonTponbnas pabota/KoHTposibHOE
-2PIIK-1
3amanue 1 (memoBast urpa)
OCHOBBI KOHIICTIIIUYU IIU(PPOBOI 3JEKTPUUECKOMN MOACTAHIIUN V-3 + TectupoBanue/Tect
-3PIIK-1
(LIIC);
naHmadt yrpo3 oobektam KU sHepreTuku 1 0CHOBHBIE BEKTOPBI VIII-3 + Henosas urpa/KontponbHoe 3a1anue
-3PIIK-1
aTak Ha HUX; 3 (nenoBast urpa)
YMersb:
TUTAHUPOBATh MEPONPHUATHSI MOHUTOPUHTA 3AIIUIIIEHHOCTH V-1 4 Jenoas urpa/KoHTpobHOE 3a/1aHIE
-lprk-1
oowvexToB KU 3 (menoBast urpa)
OpPMHPOBAThH MEPEYCHB U MOCIIEA0BATEIFHOCTh BHITIOTHEHUS enoBast urpa/KoHTpoIbHOE 3a/1aHKe
. N-2prk-1 + |+
meponpusThii o 3aumre KMM 060beKTOB 3HEPreTUKY; 3 (nenoBas urpa)
BBITNIOJIHATH OCHOBHBIE PA0OTHI MO KATErOPHUPOBAHUIO OOBEKTOB VJT-2 + KonTponbhast padota/KoHTposibHOE
-2PIIK-1
KHNU >uepreTuky; 3ajanue 1 (nenoBas urpa)
MPAaBUIBHO MPUMEHSATh TPEOOBAHMSI TPABOBBIX M HOPMATUBHBIX V713 + JenoBas urpa/KoHTposibHOE 3a/1aHKe
-3PIIK-1
JIOKYMEHTOB JIJIs1 oOecnieuenus 6e3omacHocTn 00bexToB KM 3 (menoBast urpa)
BBINOJIHATH OCHOBHBIE MTPOIIETypHl, aHATM3UPOBATh HHPOPMALIUIO JenoBas urpa/KoHTposibHOE 3a/1aHKe
MOHUTOPHHTA U Pa3pabaThiBaTh PEKOMEHIAIUU 110 pe3yIbTaTaM NJ1-3prik-1 + 2 (menoBast UTpa)
aHaIn3a
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KontponbHoe 3ananue 2 (nenoBas urpa) (emosas urpa)
2. KontponbHoe 3aganue 3 (nemoBas urpa) (emosas urpa)

Dopma peanuzanuu: [TucemenHas padora
1. KontponbHoe 3amanue 1 (nemosas urpa) (Konrponbhas pabota)
2. Tect (TectupoBanue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 10 JUCHUIIMHE

Ixzamen (Cemecmp Nob)
WrtoroBast oleHKa MO KypCy BBICTaBIseTCS HCXoAs u3 TmonoxeHudd cucreMbl BAPC  kak
CEMECTpOBas U IK3aMEHALMOHHAsl COCTABJISAIOIIAs

B numiom BeICTaBIsIETCS OIICHKA 32 6 CEMECTP.

IIpumeuyanue: OueHOYHbIE MAaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANMYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. Pa3zpabotka u BHeapenue komiuiekcoB P3A LIIC ¢ pa3nu4yHbIMU apXUTEKTypaMH
(ueHTpaIM30BaHHAas, ACLEHTpaTN30BaHHas1, rudpuaHas) rno reme: [IpoekrupoBanue u
J1abopaToOpHOE MOJIEIMPOBAaHUE KIIFOUEBBIX 1eMeHTOB TexHojoruu P3A HIIC ¢ ncnonszoBannem
nosuroxa g pooil noacranuuu. Jran 2. [pomexxyrounsiii oruet : HUP / Hau. uccnen. yu-t
"MON" (HUY"MBN"), Lentp HTU MOU "TexHon0rnu TpaHCIIOPTUPOBKH 3JIEKTPOIHEPTUH U
pacrpeieIeHHbIX HHTEIUIEKTYaIbHBIX dHeprocucteM" ; pyk. TeMbl E. H. KomoOponos. — Mockaa,
2020. - 62 c.

http://elib.mpei.ru/elib/view.php?id=11184;

2. Abnyxamuios, I'. A. Pa3paboTka METOIMKH aBTOMaTU3UPOBAHHOTO MTPOEKTUPOBAHUS CXEM
omnepaTuBHOM OJOKUPOBKU UPpoBbIX noacTaHImit: 05.14.02 "DnekTpuyeckre CTaHIINK |
AIIEKTPOIHEPTETUUECKUE CUCTEMBI" : IUCCepTaIMs KaH/u1aTa TeXHHYeCKUX Hayk / . A.
AOnyxamunos, Ham. uccnen. ya-t "MOU". — M., 2017. — 135 c.
http://elib.mpei.ru/elib/view.php?id=9391,

3. . M. Baznees, B. I'. Makapos- "Konuenius ynpasiieHus: u(pOBBIMU MOJACTAHIIUSIMH
Ooynymero", M3natenbcTBo: "KazaHckuii HaydHO-HCCIEIOBATENbCKIM TEXHOIOTUYECKHHA
yausepcuteT (KHUTY)", Kazans, 2019 - (152 c.)
https://biblioclub.ru/index.php?page=book&id=612961,;

4. B. B. Cxsp- "O6ecneuenue 6e3onacHoctd ACYTII B cOOTBETCTBUH C COBPEMEHHBIMU
crangapramu”, UsnatensctBo: "Mnppa-Umxenepus", Mocksa, Bonoraa, 2018 - (385 ¢.)
https://biblioclub.ru/index.php?page=book&id=493885.

18



5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe ofecrnedeHue:
1. CAO "IIpomereii";

2. Office / Poccuiickuii makeT o(h)UCHBIX MIPOrpamm;

3. Windows / OnepanimonHas cuctema ceMmeiictpa Linux;

4. Buneoxondepenuuu (Maiiua, Coepmkas, BK u np);

5. SCADA TRACE MODE;

6. ModelSim;

7. ERwin Data Modeler.

5.3 UnTepHeT-pecypchl, BKJIWOYasA NPodeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIIUOHHO-
CIPABOYHbIE CUCTEMBI:

1. 9BC Jlanb - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TeKA OHIANH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. ba3za nannbix Web of Science - http://webofscience.com/
4. ba3za nauabix Scopus - http://www.scopus.com
5. Kypnaa Science - https://www.sciencemag.org/
6. DnexkTponnas 6udmorexka MOU (36 MIOMU) - http://elib.mpei.ru/login.php
7. OTkpbITasi yHuBepcuTerckasi uHgopmanuonHas cucrema «POCCHUS» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeeHus Homep aynuropun, OcHamenne
HAHNMCHOBAaHHE
Y4eOHble ayAUTOPUH IS H-204, Yuebnas rapTa co CKaMbe, CTOJI IPEIo1aBaTes,
IIPOBEICHUSA ayIuTOpHUs CTyJ, TpUOYHA, TOCKa MEJIOBasi, KOJIOHKU

JIEKIIMOHHBIX 3aHITHH U
TEKYIIETO KOHTPOJIA

3BYKOBBIE, MYJIbTUMEAUNHBIN IIPOEKTOD,
JKpaH

K-601, YuecOnas
ayTUTOpUS

rapTa co CKaMbeH, CTOJI IPENoiaBaTes,
CTyJ, TpUOYHa, T0OCKa MeJIoBas,
MYJIbTUMEAUUHBIA IPOEKTOP, IKPAH

VY4eOHble ayAUTOpUH IS
IIPOBEICHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-510, Yuebuas
nabopaTopus
MH(OpPMaLIOHHO-
aHAITMTHUECKUI
TEXHOJIOTHIA -
KOMITBIOTEPHBIN KJ1acc

CTYJ1, CTOJI MUCbMEHHBI,
MYJIBTUMEIUNHBIN ITPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
IIEPCOHAJIbHBINA, KOHAULIMOHED

VY4eOHble ayAUTOpUH IS
MIPOBECHUS
a0OpaTOPHBIX 3aHATUN

M-510, Yuebuas
nabopaTopus
MH(OpPMaLIOHHO-
aHATUTHYECKU I
TEXHOJIOTHI -
KOMITBIOTEPHBIN Ki1acc

CTYJ1, CTOJI TUCbMEHHBIH,
MYJIBTUMEIUNHBIN ITPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
MEPCOHAIIbHBIN, KOHAULUOHED

VY4eOHble ayAUTOpUH IS
MIPOBEICHUS
IIPOMEKYTOUHON
aTTecTaluu

M-510, Yuebnas
nabopatopus
MH(OPMaLMOHHO-
aHAJUTUYECKUN
TEXHOJIOTHI -
KOMITBIOTEPHBIN KJ1acc

CTYJ1, CTOJI MUCbMEHHBIM,
MYJIbTUMEIUNHBIN TPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
MEPCOHAIIbHBIN, KOHAULUOHED

K-120, MamuHHBIH 3471
UBI],

cepBep, KOHIUITHOHED
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IMTomemenus misa
CaMOCTOSTEILHOU
paboThl

HTB-303, JlekunuonHast
ayauTOpHs

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
IIACbMEHHBIN, BEIIAJIKA JJI OLCKIbI,
KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP NIEPCOHANIBHBIN,
IIPUHTEP, KOHIULIMOHED

ITomenienus miis
KOHCYJbTUPOBaHUS

A-300, YueOnas
ayautopus "A"

Kpecio pabouee, mapra, CTeJUIax, CTOI
IpernoaaBaTes, CTOJ Y4eOHbIH, CTYI,
TpuOyHa, MUKPO(OH, MyTbTUMETUITHBIHI
IPOEKTOP, FKPaH, JOCKa MapKepHasi,
KOJIOHKH, TEXHUYECKasl armaparypa,
KOHJMIIMOHED, TEIEBU30D

[Tomewmenus s
XpaHeHUs 000pyOBaHUs
1 y4eOHOTO MHBEHTaPA

K-202/2, Cxman xademnpbl
BUT

CTEJUIaX Il XpPaHEHUs] HHBEHTaPS,
CTOJI, CTYJ, IKaQ JUI JOKYMEHTOB,
mKad Uit XpaHeHUs. MHBEHTaps, TyMOa,
3amacHble KOMIUICKTYIOIINE JUIs
000py10BaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

bezonacHocTh kpuTHUECKON MHDOPMAIITMOHHON HHPPACTPYKTYPHI OOBEKTOB
HHEPreTUKH

(Ha3BaHME AUCIMILIMHBI)
6 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUITHHE:
KM-1 KontpoasHoe 3aganue 1 (nenosas urpa) (Konrponbnas padora)

KM-2 KountposnbsHoe 3aganue 2 (nenoBas urpa) (lemosas urpa)

KM-3 KontpoasHoe 3aganue 3 (nenoBas urpa) (emnosas urpa)

KM-4 Tecr (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanu — JK3aMeH.

Wnnekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:
1 Opranu3anus 3amuTel ”HGopManuu Ha o0bekTax KNUNU
11 [TpaBoBoe perynupoBanue 6e3omnacHoctu 00bekToB KN +
1.2 Kareropuposanue oobextoB KM +
1.3 OHepreruka kak cpepa pynkuuonuponanuss KUN. +
14 Obecneuenne 6e3onacHOCTU 3HaYMMBbIX 00bekTOB K. +
2 Konnenmus nudporoii anexrpudeckoit noacrannuu (LI1C)
21 OCHOBBI rOCyJapCTBEHHOM MOJIUTUKH B chepe +
' HHEpPreTHYECcKoil 0€30MacCHOCTH.
2.2 OcHOBBI 1TU(POBU3ALNH YHEPTETUKU. +
Konuenus undpoBoii anekTpuueckoi NoACTaHIMH Ha
2.3 OCHOBE OTKPBITOTO O0BEKTHO-OPUEHTUPOBAHHOTO CTaHAapTa +
M3K-61850.
2.4 CrpykTypa nporpaMMHO- TexHru4eckoro komrekca LIIC. +
25 Hanpasienust coBepiIeHCTBOBAHMS 3alIUTH 0ObEKTOB +
' SHEPreTUKN OT KHOepaTak 1 JIeCTPYKTHBHOTO BO3JICHCTBHSI.
3 Opranuzanus U ynpasieHue 6e3onacHocTbio 00bexToB KU
SHEPTreTUKU
['ocynapcTBeHHas cucteMa 0OHApYKEHUS, TPeyTPEeKICHUS
3.1 ¥ JIMKBUJIAIIAY TIOCIIEJICTBUN KOMITBIOTEPHBIX aTaK +
(T'ocCOIIKA).
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TexHomornsa NoaKIrYeHus 3HaunmMoro oorexra KM

3.2 sHepreTuky K 1eHTpy ['ocCOIIKA ¥
4 Opranuzanus coopa uaopmanmu o coosiTusix ot LIIC.
41 Cucrema cbopa cOOBITHII: CTPYKTYpa, KOMILIEKC +
IPOTPAMMHBIX M TPOrPAaMMHO-AIIAPATHBIX KOMIOHEHTOB
49 Opranuzanus Gukcanuy U XpaHeHus] ”HPOpMAaIiH B +
KYpHaJax COOBITHHA
5 [TporpaMMHBbIe U TPOrPaMMHO-AIIAPATHBIE PEIICHUS [T
00bpexToB KU sHepreTuxy.
[IporpammHo-amnmapaTHbIe pemeHus: 0€30MacHOCTH
5.1 poccuiickux mpousBoauTenei st o0bexToB KN +
SHEPreTHKHU.
[IepcriekTUBBI Pa3BUTHUS MIPOTPAMMHOIO U IPOrPAMMHO-
5.2 anmapartHoro odecreueHus 6e3onacHoctu 00bexkToB KU +
SHEPreTHKHU.
Bec KM, %: | 20 20 30 30
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