MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb

HaumeHnoBanune o6pa3zoBaTejbHOI mporpaMMel: be3onacHoCTh KOMNIBLIOTEPHBIX CHCTeM (IIPOABHHYThII
YPOBeHb)

YpoBeHnb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: Ounas

Pabouast nporpaMma QM CHUILIHHBI
SAHIUTA UHO®OPMAIIUAU OT YTEUYKHU 110 TEXHUYECKUM

KAHAJIAM
BJaok: Baok 1 «/Iucuuniaunsl (MoxyJim)»
YacTh 00pa3zoBaTeibLHOM OGs3aTennnast
NMPOrpaMmbl:
Ne qucHMIUIMHBI 10 y4eOHOMY BEL.O.27

TJIAHY:

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

5 cemectp - 6;

Yacos (Bcero) no yueoHomy
IJIAHY:

216 yacoB

Jexknun

5 cemectp - 32 yaca;

HpaKTuquKne 3aHATHA

5 cemecTp - 32 yaca;

JladopaTopHbie padoThI

5 cemecTp - 16 yacos;

Kouncynbranuu

5 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

5 cemecTp - 133,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

BKJIIOYasi:
JlaGopaTopHasi pabora
TBopueckasi 3a1a4a

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

5 cemectp - 0,5 yaca;

MockBa 2026
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MNMognucaHo anekTpoHHoW nognuceio $rE0Y BO «HUY «M3U»

CseneHunn o enagensue L3N M3K

otk Bnageneyu Puixunkos C.C.
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1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI

Hear ocBoeHusi AucHUIUIMHBI. OcBoeHHME OOLIEKYNBTYPHBIX M MPO(ECcCHOHATbHBIX
KOMIIETEHIIMH, 3aKII0YaomuXcss B (HOPMUPOBAHMM OOIIEH TOTOBHOCTH CTYACHTOB K BBINOJIHEHHIO
OTJICNIbHBIX MEPONPUATHIT HHPOPMAIIMOHHON 0€30MaCHOCTH MPHUMEHEHHUEM TEXHUYECKHUX CpElICTB
3aUThl UHPOPMALMU, a TaKXKe CIHOCOOHOCTH PEaH30BBIBATh TEXHUYECKYIO 3alIUTy HH(GOpMAIMH B
uHTepecax obecrieueHus: 0€30MaCHOCTH X03SIMCTBYIONIET0 CyObeKTa Ha OCHOBE CUCTEMHOIO MOIX0/1A.

3agauu AMCUMIIMHBI

- [lonydenue cTyneHTaMH 3HAHUM U TPAKTHUECKUX HABBIKOB B 00JIACTH KOMILJIEKCHOM 3aIlIUTHI

00BEKTOB MHPOPMATU3AIMHN HA OCHOBE U3YYCHHSI OPTaHU3ALMOHHBIX M TEXHUYECKUX MEp 3alUThI
uH(pOpMaIliU, TEXHUYECKUX CPEJCTB 3alIUThl HHPOPMAIINH, IToKa3aTenaei 3(hHEeKTUBHOCTH 3alUThHI U
METOJIOB MX OLIEHKH, & TAKXKE OCHOBHBIX PYKOBOJSIIMX, METOAUYECKUX U HOPMATUBHBIX JOKYMEHTOB 110
MH)XEHEPHO-TEXHUYECKOH 3a1muTe nHPOopMaIum.

dopmupyembie y 00ydaronierocs KOMneTeHIHH 1 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUSI KOMIIETEeHIHIi:

KOI[ U HAMMEHOBaHUC KOI[ U HAMUMECHOBAaHUC 3al'lJ'IaHI/Ip0BaHHI)Ie pe3yJabTaThl oﬁyqemm
KOMIIETEeHL MU HHAUKATOPA JOCTUKEHUsI
KOMIICTCHIIUU
OIIK-11 Cnocoben N -lonk-11 [TpoBoauT 3HaTb:
MIPOBOJIUTH IKCIIEPUMEHTBI | SKCIIEPUMEHTHI 10 3aJJaHHOI - KIIaCCU(HUKAIIHIO, 00LIYIO
110 33JJaHHOW METOJUKE U METO/IMKE, 00pabOTKYy, OlleHKy | XaPAaKTCPUCTHKY H ITOPAOK IIPUMCHCHHA
00paboTKy UX pe3yIbTaTOB | MOTPEITHOCTH U TEXHUYCCKHUX CPCICTB 3alIUTBI
JOCTOBEPHOCTHU HX uH(popManuu, mokazarenen
PE3yIIbTATOB 3P GEKTUBHOCTH 3aIUTHI U METOJIBI HX
OIICHKH.
YMETh:

- pa3pabaThIBaTh TEXHUUECKUE PEIICHUS
10 3aIuTe 00BEKTOB UH(OPMATHU3AIMH Ha
OCHOBE UCIOJIb30BaHUS TEXHUYECKUX
CPEJICTB 3alUThl HHOPMAIUH.

OIIK-11 Cnocoben N-20nk-11 [IpuaAIMaeT 3HaTh:
MPOBOJIUTH SKCHEPUMEHTBl | Y4acTHE B IPOBEICHUU - COACPIKAHUC IIPMHIMUIIOB U OCHOB
10 3aJaHHONM METOIUKE U AKCIIEPUMEHTAIIbHBIX IPOBCACHUA TEXHUICCKOTO KOHTPOJIA
00paboTKy UX pe3ylbTaTOB | UCCIEAOBAHUN CUCTEMBI 3aIUIIEHHOCTH 00BEKTOB
3amuUTEl THGOPMALMH nH(pOpMaTU3ALINY.
YMETh:

- OpraHHU30BbIBATH IPOBCACHUC U
COIIPOBOKACHUC aTTECCTAllUU 00BeKTa
3alllUTHI HA COOTBETCTBHE Tpe6OBaHI/I$IM
HOPMATUBHBIX TOKYMCHTOB.

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuumirHa OTHOCHTCS K OCHOBHOM IpodecCHOHATbHOW —00pa3oBaTelNbHON Iporpamme
be3omnacHOCTh KOMIIBIOTEPHBIX cHUCTEM (MPOABUHYTHIM ypoBeHb) (manmee — OIIOII), nHampaBneHus
noaroroBku 10.03.01 Uudopmanmonnas 6e30macHOCTh, YpoBEHb 00pa3oBaHUs: BhICIIee 00Opa3oBaHUE -
OaxanaBpuar.

Bbazupyertcs Ha ypoBHE cpeqHero oo1ero oopazoBaHusl.




P€3y.HBTaTI>I O6y‘ICHI/ISI, MOJIYYCHHBIC TPpHU OCBOCHUU JUCHUIIIINHBI, HGOGXOI[I/IMBI IIpU BbIIIOJITHCHHUN
BBITTYCKHOM KBJIM(PUKAIIMOHHON pabOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TPyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 6 3a4€THBIX eIUHMIL, 216 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Croco0bI 1 44 5 6 4 6 - - - - - 28 - Ilo0z0mogKa K meKyuiemy KOHmMpoio:
TeXHUUYECKHE CPEJICTBA [ToBTOpenue MaTepuaa mo paszaeny "Croco0s
3allIUThI 1 TEXHUYCCKHEC CPCACTBA 3alIUThI
KOH(UICHIIMATBHOM KOH(pUICHIMATbHOM nHpopMaun"
nHdopmanuu Iloozomogka k nabopamopnoit padome: JIns
1.1 Beenenue 13 2 1 2 - - - - - 8 - BBIMOJTHEH U 33JaHUI 110 JTaAO0OpaTOpHOU padboTe
1.2 Tema 1 15 2 1 2 - - - - - 10 - HEO0XOIUMO TPEABAPUTEIHHO U3YIUTh TEMY H
1.3 Tema 2 16 2 2 2 - - - - - 10 - 3a71a4¥ BBITIOJHEHHMS JTaOOpaToOpHOI paboThl, a

TakK ke U3yYUTh BOIIPOCHI BAPHAHTOB
00pabOTKU Pe3yNIFTATOB 110 H3YYCHHOMY B
paszgene "CrnocoOBl U TEXHHYIECKHE CPEACTBa
3alIUTHl KOHPHUICHIHATbHOH nHpopManun"
Marepuany.

IIoozomoeKa K ayoumopHsim 3aHAmusam:
[IpopaboTka JIEeKIIH, BEIOJTHEHUE U
MOJICOTOBKA K 3amute jab. paboThl
IloozomosKka K npakmuyueckum 3auamusim:
Uzyuenne matepuana mo pasgeny "Croco0s! u
TEXHUYECKHE CPEICTBA 3AIIUTHI
KOH(UICHIINATBHOM HHpOopMaHU" MOITOTOBKA
K BBITIOJTHCHHIO 33JJaHAH Ha MTPAKTUICCKUX
3aHATHAX

Camocmoamenbhoe uzyuenue
meopemuueckozo mamepuana: Vzyuenve
JIOTIOJTHUTEIFHOTO MaTepuaa 1o pa3aeny
"Crioco0Obl ¥ TEXHHYECKHE CPEICTBA 3AIIUTHI
KOH(pUIeHIINATbHOHN nHpopMarmn"

H3yuenue mamepuanos 1umepamypHuix
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UCMOYHUKO8.
[4], 8-23
[5], 9-25

2 3amuTa uHGOopMaLUH 92 18 8 18 48
TEXHUYCCKHMH
CpeIcTBaMu B
OpraHu3aIu
2.1 Tema 3 13 2 1 2 8
2.2 Tewma 4 13 2 1 2 8
2.3 Tema 5 13 2 1 2 8
2.4 Tema 6 17 4 1 4 8
2.5 Tema 7 18 4 2 4 8
2.6 Tema 8 18 4 2 4 8

Ilod2omogKa K meKyuiemy KOHmMpoio:
[ToBTOpenune MaTepuana 1mo paszaeny "3amuTa
HHPOPMALNH TEXHIIECKUMHU CPEICTBAMH B
opraauzaun"”

Iloozomoeka K nabopamopnoii pabome: J1is
BEITIOJTHEHUS 3aJaHUH TI0 JTabopaTopHOH paboTe
HEOO0XOIUMO TIPEABAPUTEIHHO U3YIUTh TEMY H
3aJ1aud BBITIOJHEHUS JTaO0OPaTOPHON paboThI, a
TaK K€ U3yYUTh BOIIPOCHI BAPHAHTOB
00pabOTKU Pe3yJIbTATOB 110 H3YYCHHOMY B
paszzaene "3amura HHGOPMAIIMK TEXHHUSCKUMHE
Cpe/lcTBaMU B OpraHu3aIuu’" MaTepuaty.
Ilodzomogka K ayoumopHvlm 3aHAMUAM:
[IpopaboTka JIEKIINH, BHITOIHEHHE U
MOJITOTOBKA K 3auTe 1ab. paboTHI
Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka JOMAaITHETO 3aJaHUS HAIpaBJICHA
Ha OTPabOTKy YMEHUH pereHus
npodeccruoHanbHBIX 3a1a4. JloMalHee 3a1aHue
BBIJIAETCS CTYJIEHTaM 110 U3YYEHHOMY B pasjelie
"3ammra HHPOPMAITUU TEXHUIECKIUMH
CpecTBaMU B OpraHu3aIii’" MaTepuaty.
J1OTIOTHUTEIBHO CTYICHTY HE0OXO0AUMO
U3YYUTh JTUTEPATYPY U Pa300paTh MPUMEPHI
BEITIOJTHEHUS TTOTOOHBIX 3aqanuid. [IpoBepka
JTOMAIITHETO 3a/IaHUs TIPOBOIUTCSI IO
MIpeCTaBICHHBIM MTUCBMEHHBIM padoTaM.
Ilodzomoeka doknada, evicmynienus:
3amaHue CBA3aHO C YriyOJICHHBIM H3YYCHUEM
pa3aenoB AUCIUILTUHEI H CAMOCTOSTEIEHBIM
ITOMCKOM MAaTEPHAIIOB IS PACKPBITHS TEMBI
JToKJIaga. Matepualbl BEIIOTHEHHOH paboThl
MPEICTABISIFOTCS B JICKTPOHHOM BHIC UJIH B
(dopme pacreqaTaHHbIX MPE3CHTAIHOHHBIX
craiiioB. B kauecTBe TEM NOKIANI0B CTYEHTAM
MIpeAJIaraloTCs CIeAyIONIe BapUaHThI:
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IloozomosKka K npaKkmuueckum 3aHamusim:
W3yuenne maTepuana 1o paszaeny "3amuTa
HHPOPMALUU TCXHUICCKUMU CPEICTBAMH B
OpraHu3aIin" MOATOTOBKA K BBITIOTHEHUIO
3aJaHUN Ha MIPAKTUICCKUAX 3aHATHIX
Camocmoameibnoe usyuenue
meopemuyeckozo mamepuana: VI3yaenue
JIOTIONTHUTEIHHOTO MaTepraa 1o pasaery
"3amira HHGOPMAIIH TEXHUISCKUMHI
CpeicTBaMU B OpraHu3aiuu”

H3yuenue mamepuanog 1umepamypHslx
UCHOUHUKOB:

[3], 10-23

[IpuHUUIIBI OLICHKH
3¢ HEKTHBHOCTH
CUCTEMBI HH)KEHEPHO-
TEXHUYIECKOH 3aIiThI
nHpOpPMALIUH

44

24

3.1

Tema 9

22

S

SN

12

3.2

Tema 10

22

12

IlodzomogKa K neKyuiemy KOHmMpOoio:
IToBTOpEeHue MaTepuana no pasaeny
"ITpuHUIUIBI OLIEHKH 3P PEKTUBHOCTH CUCTEMBI
WH)KEHEPHO-TEXHUYECKOM 3aIlUTHI
nHpOopManuu"

Iloozomoeka K nabopamopnoii pavome: J1is
BEITIOJTHEHUS 3aJaHUH TI0 JTaOOpaToOpHOU paboTe
HEO0XOIUMO TIPEABAPUTEIHHO U3YyIUTh TEMY H
3aJ1a4¥ BBITIOJHEHUS 1abopaTOpHOH paboTsl, a
TaK K€ U3y4UTh BOTIPOCH BAPHAHTOB
00paboTKU Pe3yabTATOB [0 U3yUYEHHOMY B
pazzaene "lIIpuHIMIEI OIeHKH 3P HEKTUBHOCTH
CHUCTEMBI HHXCHEPHO-TEXHUYECKOH 3aIUThI
nHdopmanuu" Matepuany.

1lo020mo6Ka K ayoumopHnovim 3aHAmMUuAM:
[IpopaboTka JIeKIIUH, BHITOTHEHHE U
MOJITOTOBKA K 3aIuTe J1a0. paboTHI
Ilod20moeka domauinezo 3adanusn:
[MoxroToBka JOMaIIHETo 3aJaHKs HAIpaBJICHA
Ha OTPaOOTKy YMEHUI peIIeHUs
npodeccHoHaNbHBIX 3aa4. JlomanrHee 3a1aHne
BBIIAETCA CTYACHTAM I10 H3Y9EHHOMY B pa3Jiene
"[TpuHIUIEI OIICHKH 3P (GEKTHBHOCTH CHCTEMBI
MHXEHEPHO-TEXHIUUECKOH 3aIUThI
nHpopManuu" MaTepuaiy. JlonmorHUTEIEHO
CTYICHTY HEOOX0IUMO U3yUUTh JUTEPATYPY U
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pa3o0parh NpUMephI BBIOIHEHHUS ITOJ0OHBIX
3aganuil. [IpoBepka qoMalIHero 3afaHus
MIPOBOJUTCA MO IPEACTABICHHBIM IHCEMEHHBIM
pabotam.

Ilodzomoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YTIyOICHHBIM H3YICHUEM
pa3ziesioB AUCIUIUINHBI U CAMOCTOSTEIbHBIM
MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI
IToKIIaga. MaTtepuralbl BEITIOTHEHHOH paboThl
MIPEJCTABISIIOTCA B JICKTPOHHOM BHJIE UM B
(opmMe pacriedaTaHHbIX MPE3eHTAHOHHBIX
caiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
IIpeUIaraloTCs CIeyIoIe BApHAHTHI:
Ilo020mo6Ka K KOHMPOILHOU padome:
W3yuenne maTepuanos o paszaeiny IIpuHuums!
OLeHKH (P (PEKTUBHOCTH CHCTEMBI HHKCHEPHO-
TEXHMYECKOH 3aIIUThl HHpOpMannu u
MOJITOTOBKA K KOHTPOJIBHOH paboTte
Il0020mo6Ka K npaKmu4eckum 3auAmuam:
W3yuenne marepuana no paszaeny "[IpuHuums
OLeHKH (P PEKTUBHOCTH CHCTEMBI HHKCHEPHO-
TEXHUYECKOH 3auuThl nHpopMarmu"
MIOJITOTOBKA K BBIMOJIHEHHIO 3aJaHUN Ha
MPaKTHYECKUX 3aHITUSIX

Camocmoamenvroe usyuenue
meopemuyuecko20 mamepuana: Vzyuenue
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"[IpUHIUIIEI OTICHKH 3P (PEKTHBHOCTH CHCTEMBI
WHKEHEPHO-TEXHUYECKOHN 3alUThI
nHpOopManuu"

H3yuenue mamepuanog 1umepamypnoix
UCHIOUHUKOB:

[1], 179-186
[2], 60-88
Dk3ameH 36.0 - - - 0.5 - 335
Bcero 3a cemectp 216.0 32 16 32 0.5 100 335
Hroro 3a cemectp 216.0 32 16 32 0.5 1335




IIpumeuanue: Jlex — nexnuu; Jlab — mabopatopusie padotsl; [Ip — npaktuueckue 3anatusi; KIIP — ayautopHbie KOHCYIBTAIIMN 110 KYPCOBBIM
npoektam/pabotam; UKKII — nnauButyanbHble KOHCYIBTALUH 110 KypCOBBIM IpoekTam/padotam; ['K- rpymnmnoBsie KOHCYIbTaIlMK 1O pa3ienaM
muctumuael; CP — camoctosarensHas padora cryaenta; MKP — nnas konraktHas padota; TK — Texymmii KoHTpoib; [TA — nmpomexyTouHas
aTTecranus



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Cnocobul u mexnuueckue cpedcmea 3aujumosl KOHGUOEHYUANbHOU UHDOpMayuU

1.1. BBenenue

[Tpenmert, nenu, 3ama4du, COACpKAHUE W CTPYKTypa JUCHHUIUIMHBI «3amuTa WHPOPMAIUU OT
YTEUKH 10 TEXHUYECKUM KaHajlaM». ba3oBbie 3HaHUS, HEOOXOIUMBIE IS U3YYeHUs Kypca. Buabpl u
¢dopmbl otueTHOCTH. CBS3b Kypca ¢ Apyrumu aucuuiuimHamu. CTpykTypa Kypca Pekomenyembie
y4eOHbIe TOCOOMSI OCHOBHOM M JIONOJIHUTEILHOH JIMTEPATYPhI IO TUCIUILIAHE. .

1.2. Tema 1

OO011e MoJI0XKEeHUS 3aIUUThl MHPOPMALIMU TEXHUYECKUMHU CPEJICTBAMU. 3a1auu U TpeOOBaHUs K
crioco0aM ¥ CpeACTBaM 3alMThl KOH(UIACHIMAIBHOW MH(OPMAIMM TEXHUYECKHMMHU CPEICTBAMHU.
Knaccugukanus cnoco60B M TEXHUYECKMX CPEICTB 3alluThl MHGopMmauuu. dusnyeckas 3ammura
uHpOpPMaLIUU U €€ METObl. MeTOo bl CKpPBITUS HH(pOpMAIMU. 3aBHCUMOCTh KauecTBa MHPOPMALUU
OT COOTHOILIEHUS CUTHAJ/IIyM. MeTO/1bl SHEPreTUYECKOI0 CKPhITHSI CUTHAJIOB. .

1.3. Tema 2

CrocoObl M TEXHHYECKHE CPEACTBA HHKCHEPHOM 3alUThl OOBEKTOB HMH(pOPMATH3AIUH.
Crpykrypa cuctembl ¢usndeckoil 3amutsl nHGOpMaruu. Knaccudukamus cpeacts moJacucTeM
OpEAYNPEekKACHHs, OOHAPYKEHHUS, JUKBUAAIMA yrpo3 U yOpaBieHUs. EcTecTBeHHbIE U
HCKYCCTBEHHBIE Tperpaasl WHKeHepHOW 3ammthl. [lokasarenn 5((EeKTHBHOCTH HHKEHEPHOH
sanmThl. CrocoObl ympaBieHUsT cHUCTeMaMu (U3WYeckoil 3amutbl. OCHOBHBIE CpEJICTBA
WHXKCHEPHOW 3amuThl mHGOpMamnwu (3a00pbl, OKHA, ABEPH, OTPAKICHUS 3[aHUN W TIOMEIICHHA,
MeTauindeckue ImKadbl, celdbl W XpaHWIWINA) M [OKa3aTeld HX 3allUIICHHOCTH OT
3JI0YMBIIIJICHHUKA. .

2. 3amuma qu)opMauuu mexrnu4ecKumu cpedcmeaMu 6 opecaruzauuu

2.1. Tema 3

XapakTepucTUKa OCHOB OpTraHM3aIlMH 3alluThl 00BEKTOB HH(POpPMATH3AIMH B OpraHU3aIUU.
O61ue TpeOoBaHus, IPEIbIBISIEMbIE K 3aIlIUTE HH(OPMALIUK OT TEXHUYECKUX CPE/ICTB Pa3BEKH B
opranm3anuu. Krnaccudukanus BHUIOB ITOKYMEHTOB HOPMAaTHBHO-TIPABOBOW 0a3bl MO 3alIuTe
uHpopmanuu. PykoBojsmiye ¥ HOpPMAaTHBHBIE JOKYMEHTHl [0 OpraHU3alud HH)XXEHEPHO-
TEXHHUYECKOH 3all[UThI, UX COCTaB, CYIIIHOCTh M OCHOBHAs HaNpPaBIEHHOCTh HA YPOBHE TOCYIapCTBa,
BEAOMCTBA U OpFaHI/I3aHI/II/I. COCTaB OCHOBHBIX JIOKYMCHTOB HOpMaTHBHO-MeTO]IquCKOﬁ 62131)1,
ofOecrieunBaroOIIel  OpraHU3alli0  HMHXKEHEPHO-TEXHUYECKOW  3amuThl  WH(OpManud  Ha
HpeI[HpI/ISITI/II/I. KpaTKOG COI[Cp)KaHI/Ie HOHO)I(CHI/Iﬁ OCHOBHBIX pYKOBOI[SIHII/IX nu HOpMaTI/IBHBIX
JOKYMEHTOB TOCYAapCTBEHHOTO U MEKBEJOMCTBEHHOTO ypoBHel. KpaTkoe coxmepkaHue
HOpMaTI/IBHO-MeTOI[I/I‘-IGCKI/IX )IOKYMGHTOB peFHaMCHTI/IPYIOIHI/IX OpFaHI/I3aHI/IIO I/IH)KCHepHO-
TEXHUUYECKOH 3alIUThl MHPOpPMAIINK Ha IPEIIPUITUH, TTOPSIOK UX pa3paOdOTKU U UCTIOIH30BAHMUSL. .

2.2. Tema 4

MeponpusTisi TEXHUYECKOW 3amuThl 00bEeKTOB HHpopMmauuu. OCHOBHBIE HalpaBIeHUS
OpraHM3aly 3allUThl O00BEKTOB HHGpopManuu B opraHuzauuax. CocTaB U CYIIHOCTb
OpPraHU3aIMOHHO-TEXHUYECKUX M TEXHMYECKHMX Mep IO 3aluTe HH(GOpMAlMU B OpPraHU3alUH.
Buael koHTpOsst 3pGEeKTUBHOCTH MHKEHEPHO-TEXHUUECKOH 3amuThl nHPopmauu. OcoOeHHOCTH
KOHTPOJS A(PQPEKTUBHOCTH 3allUThl MHPOPMAIMM  TEXHOJIOTMYECKHX MpPOIEcCOB. Mepbl
TEXHUUYECKOTO KOHTpOoJs 3((EKTUBHOCTU 3alUThl MHPOpMAIUK. XapaKTEpUCTUKA COJAEPKAHUS
OCHOBHBIX OPIaHU3AllMOHHO-TEXHUYECKUX MEPOIPHUITHH, ONpPENEICHHUs] KOHTPOIUPYEMBIX 30H U
ontumansHoro komuuectBa TexHuueckux cpeacts (OTCC u BTCC). CopepkaHue OCHOBHBIX
TEXHUYECKUX MEPONPUATHA HHKEHEPHO-TEXHHUUECKONW 3alluThl HWH(GOpPMAllMd OCHOBAaHHBIX Ha
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UCIIOJIb30BaHUU CIIOCOOOB 3aIUTHl 00BEKTA MYTEM CKPBITHS €r0 AEMACKUPYIOIIEro MpU3HaKa WU
TEXHHYECKOH Je3MH(pOpMaNy IIyTeM HMCKOKECHUS TEXHUYECKUX JIEMAcKHPYIOMINX IPHU3HAKOB.
Conepxanue M TOPSIOK HCHOJB30BAHUS MEPONPUATUN MO KOHTPOIIO A(PPEKTHBHOCTH 3AIIUTHI
uHpopmaruu..

2.3. Tema 5

CriocoObl U cpecTBa 3alUThl KaHAIOB yTeukd HHpopMauuu. [laccuBHble U aKTUBHBIE METO/IbI
U CIOCOOBI 3alIUTHl KaHAJOB yTeUKW MHpopManuu. MeTonsl U crnocoObl 3amuThl HHPOPMALUU
obpabateiBacmoit B TCIIN. CpencrBa ocmabnenus [I9MU TCIIN u ux HaBOIOK. AKyCTHYECKas
3alUTa 3aIUIIAEMOr0 TIOMEIIEHHs. 3aIIruTa MACCUBHBIMU CPEICTBAMH 3aIMIAEMbIX TOMEICHHA.
AnnapaTypa M crnocoObl AaKTUBHOW 3alllUThl NOMEIIEHUH OT YTEUKH peueBOH HH(GOpPMAIHH.
Crioco0bI mpe1oTBpaIeHus] HECAHKIIMOHUPOBAHHOM 3aucu pe4eBoil nH(opMaIiy Ha TUKTO(OH. .

2.4. Tema 6

CriocoObl ¥ TEXHHUYECKHE CPeICTBa OOHAapyKeHHs (IOMCKa) KaHAJIOB YTEUKH HH(OpPMALUU.
Crioco0bl M cpeacTBa MPEJOTBPALICHHUS YTEUKH MH()OPMAILMU ¢ MOMOILBIO 3aKJIaJHbIX YCTPOMUCTB.
Knaccugukanuss TeXHUYECKHX CpeACTB OOHapy>keHHs (IOMCKa) KaHaJOB yTEYKH WH(OpPMAIIHH.
TexHuueckue cpeicTBa (U3MUECKOro IOMCKa KaHaloB YyTeukd HHpopManuu. TexHudeckue
CpeACTBa HHCTPYMEHTAIBHOTO (TEXHUYECKOT0) KOHTPOJIS KaHAJIOB yTeuku nHpopmaruu. CriocoObl
U CpE/CTBa BH3YyalbHOIO OCMOTpa mnomerieHuil. CrnocoObl M cpeacTBa OOHapy)KeHHUs (IIOMCKA)
KaHAJIOB yTeykn MHpopmanuu 3a cuer [IDMUH. u nmopsaoxk mpumenenus. IIpuHImmbe paboTs
HEJIMHEHHBIX JIOKATOPOB. THUIMBI U XapaKTEPUCTUKU OTCUECTBEHHBIX M 3apyOeXkHBIX JIOKATOPOB.
du3nuecKre IPUHIHIB PadOTHI U CITOCOOBI MPUMEHEHUST OOHAPYKUTENICH MyCTOT, JJIS1 BBISIBICHUS
3aKJIaJHBIX YCTPOMCTB..

2.5. Tema 7

Crneuunanbabie TpoBepku. [lopsaok mpoBeaeHus CelHaabHOM MPOBEPKU TEXHUUYECKUX CPEICTB.
Crnenuanpabie o0cienoBanus. [1oAroToBKka K MpoOBEACHUIO CHEIUATBHBIX oOcienoBanuil. OreHka
YCIIOBUHM, B KOTOPBIX pElIaeTCs 3ajJaya BBIABICHUS TEXHUYECKUX KAHANOB YTEUYKH HH(OPMAIIHH.
[TopsimoK W TMOCIIEIOBATEILHOCTh PEMICHUS MPOOJIEMbl TIOMCKOBOW oOmepanuu. BoIoHeHue
MOWCKOBBIX ~ MEpONpUATUH, paauooOHapyxkeHue. I[IpoBepka MPOBOAHBIX KOMMYHUKAIIHUMA.
[ToaroroBka oTU4ETHBIX MaTepuanoB. CrienuanbHble UcciaeaoBanus. OOIIHMe MOJI0KESHUS, TEPMHUHBI
U OIpeieneHUs B OOJIACTH CHENMalNbHBIX HccheaoBaHui. [lopsaok MOCTaHOBKHM 3a/ladMl Ha
BBITIOJTHEHHUE CHEIMATBHBIX HCCICIOBAHUN I10 BBISBICHUIO W M3MEPECHHIO OMACHBIX CHTHAJIOB B
KaHajaXx BO3MOXXHOH yTeuku wuHpopmanuu. CrenuanbHble HCCIEIOBaHUS B O0JACTH 3alUThHI
peueBoit uHpopmanmu. CrnenuaibHble HCCIECIOBAHUS B O00JACTH  aKyCTORJIEKTPUUYECKUX
npeoOpasoBareneil. CrenuanbHble WCCIENOBaHUS B 00JacTu 3amuThl HU(poBoi HHOOpPMALIUU.
CrienraabHBIC UCCIICOBAHUS TOOOYHBIX YJICKTPOMArHUTHBIX U3TYyYSHUH U HAaBOJIOK..

2.6. Tema 8

CrniocoOblI U cpenicTBa NPeIOTBPALeHHs YTeUKH HHPOPMAIINH 110 MaTepruaibHO-BEIIECTBEHHOMY
kaHany. CrnocoObl TpeJoTBpAIICHUs YTEUYKH HHQPOPMAIMM 10 MaTepHalbHO-BEIIECTBEHHOMY
KaHay. TexHu4yeckue cpeAcTBa 3allUThl U AKCTPEHHOTO YHUUYTOXEHHUS HHPOpMAIK Ha OyMaXKHBIX
HOocHUTENsX. TeXHHYecKHe CpeAcTBa 3allUThl M JIKCTPEHHOTO YHHUTOXXKEHUS HHPOpMAallUU Ha
MAIIINHHBIX HOCUTCIIAX..

3. Ipunyunsvl oyenuxu 3d)d)€Kmu€HOCl’l’lM CUCIEMbL UHIHCEHEPHO-TNEXHUYECKOU 3AUiUMbl

ungjzogzzwaguu

3.1. Tema 9
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MonenupoBaHue 3amuThl HHPOpMaui. MeTo sl OpraHu3aIiy CUCTEMBbI 3aIUTHl HHPOPMALUU
Ha npeanpustud. Buasl Mozeneil cucteMsl 3alIUThl HHPOPMAIMU U MOKa3aTenu 3(pGEeKTHBHOCTH.
Pexomennamuu o BeIOOPY pallMOHATIBHBIX BAPUAHTOB 3aIUTHl HH(OPMAIIMA H COOTBETCTBYIOLINX
cpenctB. @opmbl IpEACTaBICHUS PE3YJIBTATOB MOJACIHPOBAHHUS. .

3.2. Tema 10

Meroauueckue peKOMEHAAMM MO pa3padOTKe Mep 3aIiuThl MHGOPMALUN TEXHHYECKHMH
CpeAcTBaMH M KOHTpoib uX 3(pdexruBHocTH. TuMOBBIE peKOMEHIAMKM MO BHIOOPY Mep
UH)KCHEPHO-TEXHUYECKOH 3ammThl uH(opManmu. CrocoObl OINEHKM 3HAYCHHWH IIOKa3aTenei
mojeneil. TexHu4eckuid KOHTPONb AS(PGEKTUBHOCTH IMPHUHUMAEMbIX Mep 3amuThl. OCHOBHBIE
Cpe/CTBAa TEXHMYECKOTO KOHTPOJISL..

3.3. TeMbl NIPaKTHYECKUX 3aHATHH
1. 5. CriocoObI 1 cpeficTBa 3amuThl HHGOpMaIu, oopadaTeiBaeMoii B Tele(OHHBIX
anmaparax, UMpKYJIHPYIOLIeH B ABYXIIPOBOIHBIX JIMHUAX U KaHallax cBsi3u. HasHavenwe,
MPUHLIMIIBI paOOTHI U MOPSAIOK HCIIOIb30BAHMS TEXHUUYECKUX CPEJCTB 3aIUTHI aKyCTHUECKOM
UH(OpPMALIKK B 3aIIUIIAEMBIX TOMeneHnsIX. HasHauenue, kiaccuukanus 1 xapakTepuCTHKA
OCHOBHBIX TEXHUYECKUX CPEJICTB UCIOJIB3YEMBIX JJIsl MPEIOTBPALICHHS YTEUKH HHPOpMAIH
110 MaTepPHAIIbHO-BEIIECTBEHHOMY KaHAIY;
2. 3. Knaccudukanus METoI0B M TEXHHUECKUX CPEACTB 3alUThl HHpopMmaruu. Haznauenue,
COCTaB M XapaKTEPUCTHKA CIIOCOOOB M CPECTB MHKEHEPHOI 3amuThl. HazHaueHue, coctaB u
XapaKTePUCTHKA CIIOCOO0B U TEXHUYECKUX CPEJICTB OOHAPYKEeHHs (ITOMCKA) KAaHAIOB YTEUKU
uHpopmanuu. HazHaueHne, MprUHIUTBI PA0OTHI U MOPAIOK UCIOIB30BAHHUS TEXHUIECKUX
CPEJICTB BU3YAJIbHOT'O MOKMCKA 3aKJIaIHBIX YCTPOUCTB U 32 CUET BBISBJICHUS IOOOYHOTO
AIIEKTPOMArHUTHOTO H3ITyYCHHS,;
3. 11. IlpakTtuueckas pa3paboTka NpeAoKeHUH 1o 3amuTe nHpopMalu B KabuHeTe
PYKOBOJIUTEIIS;
4. 1. ITopsnok pa3paboOTKH U UCTIOIB30BaHUS METOINYECKUX JIOKYMEHTOB IO TEXHUYECKOM
3anTe HHPOpManuu. XapaKTepUCTHKA COACPKaHUS OCHOBHBIX TEXHHUECKUX MEPOTIPUSTHIA,
OTIpeieNIeHUs] KOHTPOJIMPYEMBIX 30H M ONTUMAIBHOTO KOJIMYECTBA TEXHUUECKUX CPEICTB -
OTCC u BTCC;
5. 6. Opranu3zaius 1 NOpsI0K BBIIOJHEHUS MEPOIPUATHI MO BBIBICHUIO KAHAJIOB YTEUKU
UH(OPMAIIMK Ha OCHOBE MPOBECHHUS CTIEIUAIBHBIX HCCIIEIOBAHUN B 00JIaCTH
aKyCTO3JIEKTpUUECKUX Npeodpa3zoBaHuil. CocTaB M OCHOBHOE COZiep KaHue TpeOOBaHUN
MIOJIOKEHUH OCHOBHBIX PYKOBOISIIIIUX, HOPMATUBHBIX U METOJAMYECKHUX JTOKYMEHTOB
roCyJapCTBEHHOT'O M MEXXBEJOMCTBEHHOI'O YPOBHEH 110 OpraHu3alyu 3auThl HHPOpMALUU
Ha OCHOBE HCIIOJIb30BaHMsI TEXHUYECKUX CPEJICTB 3auThl HHPopManuu. COCTaB U OCHOBHOE
coJiepKaHue TpeOOBaHUH MOJOKEHUH OCHOBHBIX PYKOBOSIIUX U METOJAUYECKUX
JOKYMEHTOB PETIIAMEHTUPYIOIMINX MOPSI0K U OPTaHU3AIMIO TPUMEHEHHS TEXHUIECKUX
CPEeZCTB 3alIMUThl HH(OPMALUK B OPTaHU3ALHH;
6. 4. Ha3znauenne, MpUHIUIIEI paOOTHI U TIOPSIIOK MCITOTb30BAHHS TEXHUIECKUX CPEIICTB
OoOHapy>KeHHsI paliOU3ITyHyarollluX CPeJICTB HEerJlacHOTro cheMa nHpopmaruu. Haznauenue,
MPUHIAITE paOOTHI M MTOPSAOK UCTIOIB30BAHUS TEXHHUECKUX CPEICTB OOHAPYKEHHS
HEHM3JIyYalolIMX CPEICTB HEeTJIacHOro cheMa HHpopmaruu. Haznauenue, mpUHIUIB pabOTHI U
MOPSIIOK MCTIOJIB30BaHMS TEXHUIECKUX CPEJICTB 3AIIUTHI HHPOpPMAuu 00padaTeiBaeMoi
TCIIY,;
7. 8. ®OpMUPOBAHHE OCHOBHBIX IOKYMEHTOB CO3/1aBA€MbIX ITPH MOATOTOBKE U MPOBEICHUU
aTTecTalluy 00BbEKTa 3alMThl HA COOTBETCTBHE €ro TpeOoBaHUAM 0€30MaCHOCTH HHPOPMALIUU
U pa3pabOTKe UTOTOBOTO TOKYMEHTa «ATTECTaTa COOTBETCTBHS». METOAMUECKUEe
PEKOMEH/IaIlH 110 MOJAETMPOBAHUIO YIPO3 U TEXHUUECKUX KAHAJIOB YTEUKH HH(OPMAIHH.
[TpakTrueckas pazpaboTKa IpeIoKEHHH 110 BRIOOPY U pa3MEIICHUIO TEXHUUYECKUX CPEJCTB
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OXpaHbl;
8. 12. IlpakTUueckoe 3aHATHE MO OLEHKE BAPUAHTOB MPEIJIOKEHHBIX PEIICHUM 10 3aIIUTe
uHpOpMaLnu B KaOUHETEe PYKOBOIUTEIIS;

9. 2. XapaKkTepucTHKa COJIEp>KaHUsI OCHOBHBIX TEXHUYECKUX MEPOIPUSATHII HHKEHEPHO-
TEXHUYECKOH 3aIuThl HH()OPMAIK OCHOBAaHHBIX Ha UCIOJIb30BAHUN TEXHHUUYECKUX CPEICTB
3alIUThl 00BEKTa CKPBITUEM €T0 IEMACKUPYIOIIEro Mpu3HaKa. XapaKTepUCTHKA COJePKaHUS
OCHOBHBIX TEXHUYECKUX MEPOIIPUATHI OCHOBAHHBIX Ha UCIIOJIb30BAaHUU CIIOCOOOB 3aIMUTHI
TEXHUUYECKOH e3MH(POPMAIINK U UCKAKEHUS TEXHUUECKUX JEeMACKUPYIOIINX TPU3HAKOB.
XapaKkTepuCcTUKa OCHOB TEXHUYECKOTO KOHTPOJIA APPEKTUBHOCTH MEP MHKEHEPHO-
TEXHUYECKOH 3alIUThl HHPOpPMALIHH;

10. 10. [IpakTuueckoe 3aHATHE IO OLICHKE BAPUAHTOB MPEAJIOKEHHBIX PELLIEHUH 110
MPEIOTBPALICHUIO YTEUKU HHPOPMAIUH 32 CUET MOOOYHBIX 3JIEKTPOMArHUTHBIX U3JIyYeHUN U
HaBOJIOK;

11. 7. Opranuzanus U MopsI0K BBIIOJHEHUS MEPOIIPUSTUI O BBISIBICHUIO KaHAJIOB YTECYKU
UH(OpPMAaLIUK Ha OCHOBE MPOBEICHHUS CIIEHUAIBHBIX UCCIEIOBAHNN B 00JIaCTH 3aIUTHI
uppoBoit nHGopmaruu. OpraHusanus U MOPsAI0K BBIIOJIHEHUS MEPOIPHUITHIA O
BBISIBJICHUIO KAHAJIOB YT€UKU MH(POPMAIIMU Ha OCHOBE MIPOBEICHUS CHELMAIbHBIX
uccienoBanuii B oonactu BU-naBsizpiBanus, BU-001y4eHus 1 32U THl BOJOKOHHO-
ONTHUYECKUX JIMHUH Nepeayu;

12. 9. Ilpaktuueckas pa3paboTKa TUIIOBBIX BAPHAHTOB PELICHUI 110 MPEJOTBPAIICHUIO
YTE€UYKH HH(POPMAIIH 3a CUET MOOOYHBIX AJIEKTPOMArHUTHBIX U3Ty4€HUI U HABOJIOK.

3.4. Tembl 1a60paTOPHBIX PadoT
1. JJaboparopHas padota Ne 5. CriernanbHble 00CIe10BaHUS 3aLUIAEMbIX TOMELIEHUH 110
BBISIBIICHUIO BHEJPEHHBIX AJIEKTPOHHBIX CPEJICTB CheMa HH()OPMAIMH B OTPAXKIAIOLIIX
KOHCTPYKLIHUSAX;
2. JJaboparopHas pabota Ne 1. MeToapl 3auThl pe4eBoil KOH(UACHINAIEHOW HHPOPMALIUT
OT YTEYKH I10 BO3AYIIHOMY aKyCTHYECKOMY KaHaly;
3. JlabopaTtopHas padota Ne 3. Opranu3zanus ¥ NpoBeAeHUE PaTUOMOHUTOPHUHTA OOBEKTA
3aLUThl UHIUKATOPaMU 3JI€KTPOMArHUTHOTO MOJIS;
4. Jlaboparopnas padota Ne 6. MeTozs! 3auThl KOHGUIASHIMATLHOW HH(OpMaIuH,
oOpabarbsiBaemoii B [I9BM, oT yreuku 1o kaHaity MOOOYHBIX M3ITy4eHH;
5. JlabopaTtopHas pabota Ne 4. Opranu3aius 1 MpoBeACHUE PATUOMOHUTOPUHTA C
UCIOJIb30BaHUEM aBTOMATU3UPOBAHHOTO MPOTrPaMMHO-ANIapaTHOTO KOMIUIEKCa
oOHapyxeHus panuousiydarommx cpeactB «Kporna HMy;
6. JJaboparopHast pabota Ne 2. MeTo/1bl 3aLIIUTHI peueBOi KOHPUACHIMATLHON HHPOPMALIUU
OT yTEYKH 10 BHOPOAKyCTUIECKOMY KaHaITy.

3.5 KoncyabTauuu

I pynnosvie Koucyrbmayuu no Da3()€]laﬂ/l Oucuunﬂquz (FK)

1. OGcyxnenue MmartepuanoB 1o Kedcam pazzena "CrnocoObl UM TEXHHYECKHE CpEACTBa
3alIUThI KOH(UACHIIMAIEHOW HHPOpMauu"
2. OOcyxIeHHe MaTepHajoB IO Keiicam paszzgena "3ammura WHPOPMAIUH TEXHHYSCKUMHU
CpelcTBaMH B OpraHu3aiuun"
3. OOcyxneHne MarepuanoB Mo Keiicam paszgena "llpuHIUNBI OmeHKH 3PPEKTUBHOCTH
CHCTEMbl HH)KEHEPHO-TEXHUYECKOH 3auThl HHpopMaruu"
Texywuti konmpoas (TK)
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1. KoHcynpranuu HamnpasieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOTO 33a[JaHUS AJIS BBIIOJHEHUS
KOHTPOJIBHBIX MepOonpusaTHii mo paszaeny "CrnocoObl U TEXHUYECKHE CPEJICTBA 3alllUThI
KOH(HIEeHIIMaTbHON HHpopMarn”

2. KoHcynbranuu HampasieHbl HA MOJYyYEHUE MHAWBUIYAIBHOTO 3a/laHUs JUIsl BHIIIOJHEHU S
KOHTPOJBHBIX ~MEpPONpUATHH 1o pazzgeny "3ammura HHOOPMAIMH TEXHUYECKHUMHU
CpeACTBaMH B opraHuzanuu’

3. Koncynpranum HampapieHbl Ha MMOJyY€HHE WHIUBHIYaIbHOTO 3aaHUS JJISl BHITOJIHEHHS
KOHTPOJIbHBIX MeponpusATUi 1o pasaeny "[IpuHuunsl oneHku 3pQGEeKTUBHOCTH CHCTEMbI
WH)XEHEPHO-TEXHUYECKOH 3aIuThl HHPOpMaun'"

3.6 TemaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ paboTa HE IPEayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3aryiaHupOBaHHbIE PE3YIbTaThl 00y4EHUs

Howmep paznena
JTUCHUTLIUHEI (B

OueHoYHOE CPEeICTBO
(TUII 1 HAUMEHOBAHUE)

Konpr
10 JUCLUIUINHE COOTBETCTBUM C
WH/INKaTOPOB
(B cOOTBETCTBUU C pazjesioM 1) n.3.1)
1] 2] 3
3HaTh:
KJ1accu(puKaImio, OOIIYI0 XapaKTepUCTUKY Jlabopartophnast pabora/JIaboparopHas padora Ne 1. MeTo b1 3alTUTHI
Y TIOPSIIOK IPUMEHEHUS TEXHUYECKUX peueBoi KOHPHUIESHIIMATHHON HH)OPMAIIH OT YTEUKH I10
CPEeACTB 3allUThl HH(pOpPMALUY, N-1onk-11 + BO3AYIIHOMY aKyCTHUecKoMYy KaHaiy. JlaboparopHas padora Ne 2.
nokasaresnei 3(pHEeKTUBHOCTH 3aLIUTHI U MeTob! 32U THl pe4eBOil KOH(UACHIIUAIEHOW HHPOPMALIUU OT
METO/bI UX OLIEHKU YTEUKH 110 BUOPOAKYCTUYECKOMY KaHAIly
coJiepKaHue TPUHIIMIIOB U OCHOB TBopueckas 3a1a4ya/3ammTa NpeIIoKEHHBIX BApUAHTOB PEIICHUH 110
IIPOBE/ICHUS TEXHUYECKOT'O KOHTPOJIS 3amuTe MHGOpMauu B KAOMHETE pyKOBOAUTEIS
SAIIULICHHOCTH 00BEKTOB JlaboparopHuas padota/JlabopatopHas padora Ne 3. Opranuzanus u
nHpopMaTH3auu WIT-20mk-11 + MIPOBEICHUE PATUOMOHUTOPUHTA O0OBEKTA 3AIUTH MHIMKATOPAMH
aneKkTpoMarHuTHoro nosist. Jlaboparopuast pabora Ne 4. Opranuzanust
U TIPOBEJICHUE PAJUOMOHUTOPHHTA C UCTIOIb30BAHUEM
aBTOMATH3MPOBAHHOTO MTPOTPAMMHO-AIAPAaTHOTO KOMITJIEKCa
oOHapyskeHUsl paauonsinyyaromux cpencts «Kpona HM»»
Ymersb:
pa3pabaTbIBaTh TEXHUYECKUE PEIICHUS 110 JlaGopatopHas pabora/JlaboparopHas padota Ne 5. CriertnanbHble
3anuTe 00HEKTOB MH(POPMATH3AINH Ha o0cIe10BaHus 3aIUIIIAEMBIX TIOMEIEHH MO BBISIBICHUIO
OCHOBE MCIOJIb30BAHUS TEXHUUYECKHX VT-lomea: + BHE/IPEHHBIX AJIEKTPOHHBIX CPEJCTB CheMa HHPOPMALIUU B
CPEICTB 3alIUThl HHPOPMAIUU orpakJaronInx KoHCTpyKuusx. Jlaboparopuas padora Ne 6. Metoast
3alUThl KOHUASHIMATFHON HHpOpMalum, oOpadaTbiBaeMoOil B
I19BM, oT yTeuku no KaHaixy NOOOUYHBIX U3ITyYEHUI
OpPTaHU30BBIBATH MPOBEJICHUE U TBopueckas 3a1a4a/3ammTa MPeIOKEHHBIX BAPUAHTOB PEIICHUH 110
COIIPOBO’KACHUE aTTECTAllUU OOBEKTa V201 4 | 3ammre uHpOpMaLUU B KaOMHETE PYKOBOIUTEIS
3alIUTHl HA COOTBETCTBHE TPEOOBAHUSIM )
HOPMATHBHBIX IOKYMEHTOB
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€eMOCTH
S cemecTp

Dopma peanuszanuu: BeinonHenne 3agaHus
1. 3ammra npeAoKEHHBIX BApUaHTOB PEUICHUH 10 3amuTe HHQOopMaIy B KaOHHeTe
pykoBoautens (TBopueckas 3agaua)

Dopma peanuzanuu: 3aniuTa 3aAaHUSA
1. JTabopaTopHas padota Ne 1. MeToapl 3auThl peueBoi KOH(DHICHIMAIBHON HH(DOpMaIun
OT YTEUKH I10 BO3YIIHOMY aKycTHueckomy kaHaiy. JlaboparopHas padorta Ne 2. MeTo bt
3aIUTHl PeueBOil KOHPUIECHIIMATHHON HHPOPMAIIUHU OT YTEUYKHU 10 BUOPOAKYCTHUECKOMY
kaHaiy (JIlaboparopnas pabota)
2. JlaboparopHas padota Ne 3. Opranusanus u npoBeieHue PaJUOMOHUTOPUHTA 00BEKTa
3alUThl HHAUKATOPaMH 3JIEKTPOMarHuTHOro nojs. JJaboparopuast padora Ne 4. Opranuzanus
U TIPOBEICHHE PAJIMOMOHUTOPUHTA C UCIOJIB30BAHNEM aBTOMATU3HUPOBAHHOTO MTPOTrPAMMHO-
anmnapaTHOro KomIuiekca oOHapyXeHHs paguounsiydarommx cpeacts «Kpona HM»»
(JTaboparopnas pabota)
3. JlabopaTtopHas padota Ne 5. CrieruanbHbie 00CIIeIOBaHUS 3aIMIIIAEMbIX TTOMEIIEHU 110
BBISIBJICHUIO BHEIPEHHBIX JIEKTPOHHBIX CPEACTB CheMa MH(POPMAIIUU B OTPaXkAat0IINX
KOHCTpYKIusx. JJaboparopras padora Ne 6. MeTo bl 3amUThl KOH(UICHIIHATLHOMI
uH(popmannu, oopadateiBaeMoii B [IDBM, oT yreuku 1o kaHay moOOYHBIX HU3ITYUCHUI
(JTaboparopuas padoTta)

bannpHO-pedTHHrOBast CTPYKTYpa AMCLUUIUIMHBI SBJISETCS MPUITIOKEHUEM A.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 110 M CIHILIMHE

Oxsamen (Cemecmp Nes)
OneHka ompenensercs MO0 COBOKYIMHOCTH pe3yJbTaTOB TEKYIIEro KOHTPOJS YCIEBaeMOCTH B
cootBeTcTBUM ¢ [lonoxxeHnem o OanabHO-peHTHHIOBOM cucteme ais cryneHToB HUY «MOW» Ha
OCHOBaHUU CEMECTPOBOM U 3K3aMEHAIMOHHOIN COCTAaBIISIIOIIMX (MIPOBOIUMOTO 110 OUJIETaM).

B numioM BBICTaBIsSE€TCS OILIEHKA 3a 5 CEMECTD.

IIpumeuanue: OrieHOYHbIE MaTEpUAbI IO JUCIUILIMHE IPUBEIEHBI B (DOH/IE OLIECHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECHHEYHEHUE JUCHUIIJINHBI

5.1 ITeyaTHbIE U YJIEKTPOHHbIE H3IAHNUS

1. 3aiiues, A. I1. Texuuueckue cpecTBa U METOIbI 3aIIUTH HHPOPMAIIUHK : YUeOHHUK AJI BY30B 1O
rpynre cnenuanbHoctelt "udopmannonnas 6e3onacuocts” / A. I1. 3aiines, P. B. Memepsikos, A.
A. lenynaHoB. — 7-¢ m31. — M. : I'opsiuas JIuaus-Temekom, 2012. — 442 ¢. — ISBN 978-5-9912-
0233-6.;

2. Xanmsanus, /1. b. UmxenepHo-TexHUYecKas 3amuTa nHpopManun. JlabopaTopHbIN TPAKTUKYM.
Y.1 : yueOHOe mocoOue i1t uHcTUTyTa 6e3onacHoct 6uzneca MOU (TVY) / [, b. Xananuw, A. 1O.
Hesckuii ; Pen. JI. M. Kyn6yraes ; H-T 6e3omacnoctu 6uzneca MOU (TY). — M. : U3natenbckuit
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nom MDU, 2009. — 88 c. — ISBN 978-5-383-00359-6.

http://elib.mpei.ru/elib/view.php?id=402,;

3. Topokun, A. A. HxeHepHO-TeXHUYECKas 3aInTa HHQopMaIiy : ydeOHoe TocoOue JUIst By30B
110 CTICITUATBHOCTAM B 001acTH HHGOopMarmoHHon 6e3onacHocTH / A. A. Topokun. — M. : I'ennoc
APB, 2005. — 960 c. — ISBN 5-85438-140-0.;

4. XamsanuH, /. b. 3amura nadopmanuu. Bac noacnymmusarot? 3amumaitecs! / JI. b. Xansanun. —
M. : Basipn, 2004. — 432 c. — ISBN 5-948960-17-X.;

5. A. A. Tutos- "UnxeHepHO-TexHUYECKas 3amuTa nHpopmanun", M3narenscTBo: "TomMckuit
TOCY/IapCTBEHHBII YHUBEPCUTET CUCTEM YIIpaBIICHUs U paarodiekTponuku”, Tomck, 2010 - (195
c.)

https://biblioclub.ru/index.php?page=book&id=208567.

5.2 JIuueH3MoHHOE U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepennuu (Maitnn, Coepmxkas, BK u ap).

5.3 UnTepHeT-pecypchl, BKIKYasA NpodeccuoHaJIbHble 0a3bl JAHHBIX H HH(POPMAIMOHHO-
CIIpaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. Hayunas sjekTpoHHasi 6udiamorexa - https://elibrary.ru/

3. ba3za nannbix Web of Science - http://webofscience.com/

4. ba3za nanabIx Scopus - http://www.scopus.com

5. DaexTponnasi 6udmmoreka MIU (36 MIH) - http://elib.mpei.ru/login.php

6. ITopTan oTKpBITHIX AaHHBIX Poccuiickoii ®exepanuu - https://data.gov.ru

7. Ba3za OTKPBITHIX JaHHBIX MUHHCTEPCTBA TPYAA U COUMAIBHOI 3a1uThl PD -
https://rosmintrud.ru/opendata

8. ba3a oTKpBITHIX JaHHBIX NPO(PeCcCHOHAIBHBIX CTAHAAPTOB MUHHMCTEPCTBA TPYAA U
conuaabHoi 3aumthl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

9. ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMUYECKOT0 pa3BuTus P@ -
http://www.economy.gov.ru

10. Ba3a oTKpbITHIX 1aHHBIX PocduumonuTopunra - http://www.fedsfm.ru/opendata

11. DuexTpoHHasi oTKpbITast 6a3a naHHbIX '""Polpred.com O630p CMH" -
https://www.polpred.com

12. HaumoHaIbHBII NOPTAJ OHJIAIH 00yueHns1 «OTKpbITOE 06pa3oBanue» - https://openedu.ru
13. Opunnanbubiii caiit @e1epaabHOr0 areHTCTBA MO0 TEXHUYECKOMY PeryJTupoBaHMIO U
MmeTposoruu - http://protect.gost.ru/

14. OTkpbITas yHuBepcuterckas nHgpopmannonHas cucrema «POCCHUSD» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

Tun nomenmeHus Homep ayauropun, OcHamenue
HAaUMCHOBAHUC
VY4eOHble ayAUTOpUU IS H-204, Yuebnas IapTa co CKaMbeH, CTOJI IIPENOo1aBaTes,
[IPOBEACHUS JICKLIMOHHBIX ayIUTOpUs CTYyJ, TpUOYHa, JOCKA MENOBast, KOJIOHKH
3aHATUHN U TEKYILETO 3BYKOBBIE, MYJIbTUMEAUNHBIN POEKTOD,
KOHTPOJIA JKpaH
K-601, Yuebnas rapTa co CKaMbeid, CTOJI MPENoJaBaTes,
ayIUTOpUs CTYyJ, TpuOyHa, JOCKa MeJloBas,
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MYJIbTUMEIUNHBINA TPOEKTOP, SKPaH

VY4eOHble ayTUTOPUH IS
IPOBE/ICHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-504, YueOHas
nabopaTopus
"TexHu4eckue
CpEICTBA 3aIIUThHI
uHpopmanuu"

rapTra, CTyJ, JKpaH, 10CKa MapKepHasd,
71a00paTOPHBIM CTEH]T, KOMIIBIOTED
IIEpCOHAJIbHBIN, KOHIULUOHED

VYyeOHbIC ayIUTOPUU IJIS
MIPOBE/ICHUS
1a00paTOPHBIX 3aHATUI

M-504, YueOnas
nabopaTopus
"TexHuueckue
CPEICTBA 3aIUTHI
nHpopmanun"

napTa, CTyJjI, 9KpaH, 10CKa MapKepHasi,
1abopaTOPHBIN CTEH/T, KOMITBIOTED
TIePCOHAJIbHBIMA, KOHAUIIMOHEP

VY4eOHble ayAUTOpUHU IS
IPOBE/ICHUS
IIPOMEKYTOUHOU
aTTecTalluu

M-504, YuebHas
nabopaTopus
"TexHu4eckue
CpEICTBA 3aIIUTHI
uHpopmanun"

rapTra, CTyJ, 9KpaH, 10CKa MapKepHasd,
71a00paTOPHBIM CTEH]T, KOMIIBIOTED
IIEpCOHAJIbHBIN, KOHIULUOHED

K-120, MammHHbBIH
3ai MBI

cepBep, KOHIUIIUOHEP

Ilomentenus st
CaMOCTOSITENIbHON paObOThI

HTB-303, JleknuoHHas
ayIUTOPUS

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJI
IIMCbMEHHBIN, BEIIAJIKA IS OEXKIbI,
KOMIIBIOTEpHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP IEPCOHAIBHBIN,
IIPUHTEP, KOHJUIMOHED

Ilomemmenust misa
KOHCYJIbTUPOBAHUS

A-300, YuebOnas
aynuropus "A"

Kpecio pabouee, napra, CTeJIaxk, CTOI
IpernoJiaBaTess, CToa yueOHbIH, CTyI,
TpuOyHa, MUKPO(OH, MyITbTUMETUIHHBIHI
IIPOEKTOP, PKpaH, JOCKa MapKepHasl,
KOJIOHKH, TEXHUYECKas alaparypa,
KOHJIULIUOHED, TEIEBU30D

ITomemenus s
XpaHeHus: 000py10BaHUs
U y4eOHOr0 MHBEHTaps

K-202/2, Cxnan
kadenpst BUT

CTEJUIaX JIs XpaHEHUs] UHBEHTAaps, CTOJI,
CTyJ, mKad st JOKYMEHTOB, IIKad 17
XpaHeHUusl ”HBEHTaps1, TyMOa, 3armacHbIe

KOMIUIEKTYIOIINE JUTsl 000pYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

3aHlI/ITa I/IH(i)OpMaHI/II/I OT YTCUKHU IIO0 TCXHUYCCKHUM KaHaJIaM

(Ha3BaHME AUCIMILIMHBI)

5 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1

KM-2

KM-3

KM-4

JlaGopaTtopHnas padota Ne 1. MeToas! 3aUThl peueBoi KOHPUACHIIMAIBHONW HH(POpMAITUK OT
YTEUKH 0 BO3AYIIHOMY aKyCcTHUecKoMy KaHaiy. Jlaboparopnas pabota Ne 2. MeTos! 3alIuThI
pedeBoi KOHpUACHIINATbHOW HHPOPMAIIUU OT YTEUKHU M0 BUOPOAKYCTUUECKOMY KaHATy
(JTaboparopuas paboTta)

JlaboparopHas padota Ne 3. Opranu3zanus u NpoBeeHNE PATUOMOHUTOPUHTA 00BEKTA 3aLUTHI
WHIUKATOpaMU 3JIEKTpOMarHuTHoro noiis. Jlabopatopuas padora Ne 4. Opranuzauus u
MpOBEJICHNE PAAMOMOHUTOPHUHTA C UCIIOIb30BAHUEM aBTOMATHU3UPOBAHHOTO MPOTPAMMHO-
anmnapaTHOro KomIuiekca OOHapyXeHHs paguousiydaroimux cpeacts «Kpona HM»
(JTaboparopnas pabota)

JlabGopaTtopHnast pabota Ne 5. CrnieruanbHbie 00CIIeIOBaHUS 3aIMIIAEMbIX TTOMEIIEHUN 110
BBISIBIICHUIO BHEJJPEHHBIX AIEKTPOHHBIX CPEJICTB CheMa WH(OPMAIIMK B OTPAKIAOIINX
KoHCTpyKuusx. Jlaboparopnas padota Ne 6. MeTob1 3aIMThl KOH(UIESHIINATBHOMI
uH(popmanuu, oopadatsiBaeMoil B [IIDBM, or yreuku 1o kaHaiy noOOYHbIX U3JIy4eHUN
(JTaboparopnas paboTa)

3ammTa npeasioKEHHBIX BapUAaHTOB PELICHUH 10 3aluTe HHYOpMaIiy B KaOHHETE
pykoBoautens (TBopueckast 3anaya)

Buja npoMexyToUHOI aTTecTANMU — DK3aMEH.

Nupexc KM- | KM- | KM- | KM-
Howmep Paznen nucnurimHb KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:
1 CnocoObl ¥ TEXHUYECKUE CPECTBA 3aILUTHI
KOH(HIEHIIMATIbHON HH(OpMaIu
11 Beenenue +
1.2 Tema 1 +
1.3 Tema 2 +
2 3amuTa HHPOPMALIMU TEXHUYECKHUMHU CPEJICTBAMU B
OpraHu3aIu
2.1 Tema 3 + + +
2.2 Tema 4 + + +
2.3 Tema 5 + + +
2.4 Tema 6 + + +
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25 Tema 7 + + +
2.6 Tema 8 + + +
3 [TpuHIHIBI OLleHKH 3((HEKTHBHOCTH CHCTEMbI HH)KEHEPHO-
TEXHUYECKOH 3aIUTHI HHPOpMAIHH
3.1 Tema 9 +
3.2 Tema 10 +
Bec KM, %: | 25 25 25 25
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