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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Lleanb rocyaapcTBeHHO# HTOroBoii arTecranmuu — [10AroToBKa CrienuaimucToB, yMEIOIMIMUX

OTIpeNeNATh LEIH, CTPATETWd U TOJUMTHKY HWH(OPMAIIMOHHON 0e30MacHOCTH KOPHOPATUBHBIX
nnpopmanmonueix cucrem (KWC) opranmsammm, ympaBiasTh CHCTEMOW HHGOPMAIIMOHHON
6e3onmacnoct KMC Ha ocHOBe TpeOOBaHUII OTEUECTBEHHBIX U MEXKIYHApPOIHBIX CTaHIApTOB U
pexoMeHanuid, O0OOCHOBBIBATh  MPEAJIOKEHUS [0  COBEPUICHCTBOBAHHMIO  CUCTEM bl
UH(POPMALIMOHHON 0€30MaCHOCTH C YYETOM CTPATErHYECKUX IENIeH pa3BUTHS XO3SHCTBYIOIIErO
cyOBeKTa.
[IporpaMMa OpHEHTHpPOBaHAa Ha TMOATOTOBKY HPO(GECCHOHATBHBIX CHEIHUATUCTOB B 00JacTH
yhnpaBieHus: HH(POPMAIMOHHONW O0€30MacHOCThI0, OO0JaNalIUX MIMPOKUM KpPYyro3opom u
MOJIYYUBIINX KOMIUIEKC TEXHUYECKUX, SKOHOMUYECKHUX, OPraHU3AIIMOHHBIX U MPABOBBIX 3HAHUU.
Bremyckauku 6yayT o0nanaTe KOMOETEHIMSIMA B 00JIACTH TEOPETUUYECKUX U OPraHU3allMOHHO-
MPABOBBIX  ACMEKTOB OE30MacHOCTH KOMIBIOTEPHBIX CHCTEM, KPHUNTOTpahUYecKuX U
CTAaTHUCTUYECKUX METOJOB 3alllUThl, THUIIOBBIX TMOJCUCTEM M peUIeHH obecrneueHus
MH(pOpMaLOHHON 0€30MaCHOCTH. Marucrepckas porpamma «YnpasneHue
nH(pOPMaMOHHO0IIH 0€30MaCHOCTHIO» HEMIOCPEJCTBEHHO CBsi3aHa ¢ mojoxeHusiMu [IporpamMmbl
KoMIuiekcHoro pasputusi HUY MDOUM B wactm (GopMuUpoBaHHS KOHKYPEHTOCIIOCOOHBIX
CHEHAINCTOB, CIOCOOHBIX BHECTH MPAKTUYECKUI BKJIAJ B MHHOBAIIMOHHOE Pa3BHUTHE B cdepe
nH(pOPMalMOHHON 0€30MacHOCTH, KaK B SHEPTeTUYECKOM, TaK U B APYTUX OTPACISAX HAPOIHOTO
xo3sicTBa Poccuiickon denepauuu..

3agayaMu rocy1apcTBeHHON UTOrOBO aTTeCTAMU:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIIMH, YCTAaHOBJICHHBIX 0Opa30BaTEIbHOM
MpOrpaMMoNu;

—OLIEHKa  OCBOGHMS  pe3yjbTaToB  o0yuyeHHss  TpeOoBaHMsIM  (enepaabHOro
roCy/IapCTBEHHOrO0 00pa30BaTENBFHOTO CTaHAapTa MO HampaBieHuto noarotoBku 10.04.01
«upopmanronHast 6€30MacHOCTH» U MPO(HECCHOHATBHBIX CTaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3ynbraTtam 00yueHUs BHITYCKHUKA OTHOCATCS CIEAYIOIME KOMITETeHIIUHU:

PIIK-1. CrocobGeH akTMBHO y4yacTBOBaTh B YNPAaBJIE€HUU (PYHKIMOHUPOBAHUEM CHCTEMBI
obecnieuenus nHdopmarmonHoi 6ezonacHoctu (COWDB) opranuzanuy Ha OCHOBE COBPEMEHHBIX
nonoxxenuit CMUB.

VYK-1. CnocobeH ocymiecTBIsATh KpUTUUECKHI aHaIM3 MPOOJIEMHBIX CUTYyalluii Ha OCHOBE
CUCTEMHOTI'0 II0JIX0/1a, BbIpa0aThIBaTh CTPATETHIO AEHCTBUA.

VYK-2. CniocoOeH ynpasisTh MPOESKTOM Ha BCEX ITarax ero >KM3HEHHOTO IUKIIA.

VK-3. CnocoOeH oOpraHu3oBbIBaTh M PYKOBOJUTH pabOTOM KOMaHAbI, BbIpaOaThIBast
KOMaHHYIO CTPATETHUIO 7Sl TOCTUKEHHUS TIOCTaBIEHHOM 1IETIH.

YK-4. CiocoGeH MpuMeHATh COBPEMEHHbIE KOMMYHHKATHBHBIE TEXHOJIOTHUH, B TOM YHCIIE
Ha MHOCTPaHHOM(BIX) sA3bIKe(ax), AJIs aKaJleMHUYECKOro U NpoQecCuOHaIbHOTO B3aUMOACHCTBUS.

VK-5. CnocobOeH aHanmu3upoBaTh U YUWUTHIBaTh pazHooOpasue KyJabTyp B Ipolecce
MEKKYJIbTYPHOTO B3aUMOJICHCTBHUS.

VYK-6. CiocobOeH omnpeaensTh U pealn30BbIBaTh MPUOPUTETHI COOCTBEHHON AEATEIbHOCTH
U CIIOCOOBI €€ COBEPILIEHCTBOBAHHS Ha OCHOBE CAaMOOIIEHKH.

OIIK-1. CnocobeHn 060CcHOBBIBaTh TPeOOBaHUS K CUCTEME oOecrieueHUs] THPOPMAITMOHHON
0€30I1aCHOCTH U pa3pabaThIBaTh MPOEKT TEXHUUECKOTO 33JJaHNs Ha €€ CO3JJaHHe.

OIIK-2. Crocoben pa3pabaTbiBaTh TEXHUYECKUH TPOEKT CHUCTEMbl (TIOJCUCTEMBI,
KOMITOHEHTa CHCTEMbI) obecrieueHus: HH(PpOpMamoHHONW 6€30MacHOCTH.

OIIK-3. Cnocoben pa3pabaThiBaTh OpPraHU3allMOHHO-PACIOPSAUTEIbHBIE JOKYMEHTHI I10
obecrneueHnI0 MHPOPMAITMOHHOW 0€30MacHOCTH.
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OIIK-4. CriocobeH OCyIIECTBIATh B PYYHOM MM aBTOMAaTH3HMPOBAHHOM pEXHME cOOp,
00pabOTKy ¥ aHAIW3 HAYYHO-TEXHUYECKOM HWHGOpPMAIMM 10 TEME HCCICIOBaHMUS,
pa3padaThIBaTh IUIAHBI U IPOTPAMMBbI HAYYHBIX UCCIIEIOBAaHUNA U TEXHUYECKHX pa3pabOToK.

OIIK-5. CnocoOeH mNpoBOAWTH HAyYHBIE HCCICIOBAHUS, CTaBUTh W PEaIN30BHIBATH
¢u3nueckue M MareMaTH4YecKHe SKCIIEPHUMEHTHI, 00paldaThiBaTh pE3yiIbTAaThl HCCIECIOBaHMIA,
0QOpMIISITh HAYYHO-TEXHUYECKUE OTYEThI, 0030pbl, TOTOBUThH MO Pe3yibTaTaM BBITOJIHEHHBIX
MCCJIEJOBAaHUM HayuHbIE TOKJIAJIbl U CTaTbH.

I1K-1. CnocobeH opraHn3oBbIBaTh pabOTy MO yrpaBieHuto ¢pyHkimonupopanruem COUb
OpraHu3allii B COOTBETCTBUH C COBPEMEHHBIMHU TPEHAaMU HH(POPMALIMOHHON 0€301macHOCTH, Ha
OCHOBE JJOKYMEHTAJIbHOTO U MHCTPYMEHTAIBHOTO aHAIN3a TEKYIIEro COCTOSHUS 3aIlUIICHHOCTH
UH(POPMALIMOHHON HHPPACTPYKTYPHI.

[1K-2. CnocobeH mpuMeHsITh MaTeMaTHYeCKUe METOJbl M MHHOBALIMOHHBIE TEXHOJIOTHH
IIPY TIOCTPOCHUH TPOLIETYpP OLCHKH U YIPABICHHUS PHCKaMU HH(POPMALIMOHHOM O€30MMacHOCTH.

3. POPMA, CPOKH W TPYJIOEMKOCTh T'OCYJIAPCTBEHHOH HUTOI' OBOMH
ATTECTALIUA

OO01as Tpy10eMKOCTh TOCYJapCTBEHHON MTOTOBOW aTTECTAl[MM COCTaBseT O 3aueTHBIX
enuHuiIl, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalus MpeAcTaBisieT co00i (pOpMy OLIEHKH CTENEHU U
YPOBHSI OCBOEHHSI 00y4JaroLIMMUCs 00pa30BaTeIbHON IPOTrPAMMBI.

['ocynapcTBeHHass WUTOroBasi  aTTeCTallds IPOBOJUTCS HA  OCHOBE  IPUHIUIIOB
00BEKTUBHOCTH U HE3aBUCUMOCTH OLIEHKH KauecTBa MOJIrOTOBKH 0OYUYaIOIIUXCSl.

['ocynapcTBeHHas ~ uTOroBas ~ aTTecTallds  SBISETCS  3aBepLIAIONIEd  YacThio
00pa3oBaTeIbHOW MPOrpaMMbl U MPOBOAUTCS B 4 cemecTpe IOCie YCIEIIHOrO MPOXOXKICHUS
IIPOMEXKYTOUHOM aTTeCTaluy MO BCEM AMCLUILIMHAM (MOAYISIM) U MTpaKTUKaM 00pa3oBaTeIbHON
pOTPaMMBI.

B rocymapcTBeHHYI0 UTOTOBYIO aTTECTALlMIO BXOJIUT MOATOTOBKA K MPOIENYpEe 3alIUThl U
3alUTa BBIMTYCKHON KBaTM(PUKALIMOHHOM paboThI.

['ocynapcTBeHHass WTOroBasi aTTecTalus MPOBOAMTCS B (OpMe 3aIlUThl BBITYCKHOM
KBAJTM(PHUKAIIMOHHOHN paboTBhI.

4. IOAI'OTOBKA K CIAYE U CJAYA 'OCYJAPCTBEHHOI'O DK3AMEHA
['ocynapcTBeHHBIN 3K3aMeH y4eOHbBIM IJIAaHOM HE MPETyCMOTpPEH.

5. MOATOTOBKA K CIJAYE U CJAYA OBUHENPO®ECCHOHAJIBHOI'O
IF'OCYAAPCTBEHHOI'O DK3AMEHA

O6menpodeccuoHanbHbIl  TOCYJApPCTBEHHBIM  SK3aMEH  y4eOHBIM  IJIJAaHOM  HE
HPEIyCMOTPEH.

6. TPEBOBAHHSA K BbBIIIYCKHBIM KBAIM®OUKAIIMOHHBIM PABOTAM H
HOPAAKY UX BBIIIOJTHEHUSA

6.1. TpeGoBaHMs K TeMAaTHKe BBINIYCKHBIX KBAJIN(PUKALMOHHBIX PadoT

Tematuka BKP nomxna coorBeTcTBOBaTh oOsacTH (cepe), 0ObeKTy M THIaM 3ajad
npoecCuoHaNbHOM JAESITEeTbHOCTH, K KOTOPBIM TOTOBUTCS BBIMYCKHUK B paMKaxX OCBOEHUS
00pa3oBaTeNbHON POTrPAMMBI.

Temaruka BBITYCKHOW KBaJM(UKAIIMOHHOW paOOTHl JOMKHA OBITh  aKTyaJbHOM,
COOTBETCTBOBATb OCHOBHBIM CTPAaTE€rMUECKMM LEISAM Ppa3BUTHS HAYKH U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUYECKUM MOJXOAaM, OTpa)xaTh CIEUU(PHUKY MPOrpaMMbl
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«Ynpaenenue  HHGOPMAIIMOHHOMN 0€30MacHOCTBIO» IO HaIIpaBJICHUIO 10.04.01
«MHadopmarmornHas 6€30MacHOCTbY.

IIpumepnas Temarrika BKP:

1. Pa3zpaboTka airopuTMOB M METOJMK OLEHKH 3(PPEKTHBHOCTH CHUCTEM OOECTeYeHUs
MH(POPMALIMOHHOM 0€3011aCHOCTH Ha UMUTAIL[MIOHHBIX MOJIEIISX..

2. Yupasnenue coObITusMu HH(popMarmonHoi 6e3onacuoctu B SIEM-cucremax..

3. Paspaborka crmocoba mMoHuTopuHra OesomacHoctu loT-ycrpoiictB Ha 6aze MQTT-
Opokepa..

4. HayuHo-meronumyeckoe  oOecrieueHHME  IPUMEHEHMs  MEXaHU3MOB  3alIUTHI
KOH(HICHIIMATIBHON peueBoil nHpopManuu B cerMenTe Kkoprnopatusnoii cetu VOIP..

5. Vcnonp30BaHie CUCTEMbl MOHUTOpPUHTA Zabbix B KauecTBe CKaHepa 0€3011acHOCTH..

6. Hayuno-metoguueckoe oOecrieyeHne OOy4YeHHMS METOAaM W TEXHOJIOTHSM
aJIMUHUCTPUPOBAHUS CETEBOTO 000PYI0BaHMS B 3aLIUIEHHBIX HTHPOPMALIMOHHBIX CUCTEMAX..

7. TlpoakTuBHBIE CHUCTEMBl HH(DOPMANMOHHOW OE30MaCHOCTH W OCOOCHHOCTH UX
IPUMEHEHUs B KOPIOPATUBHBIX MH()OPMAIIMOHHBIX CUCTEMAX..

8. IlpumeHeHune TexHOJOTUM MpoakTUBHOM 3amuThl SIEM mpu MOHUTOpUHIE COOBITUI
nH(pOpMaIMOHHOM 0€301aCHOCTH..

9. MopnenupoBanue u oneHka ypoBHs I[IOMU nns cranMoHapHBIX KOMIIBIOTEPOB
OpraHU3alMOHHO-TEXHUYECKUMHU METOJIaMH..

10. MonenupoBaHue MPOIECCOB BIMSHUS alNTOpPUTMOB 00pa®OTKM WHpOpManmuu Ha
00OYHBIE 3JIEKTPOMArHUTHBIE U31y4yeHus B [I9BM..

11. [loBbllIeHUE YpOBHS JOBEpHsl K TEXHOJIOIMM OJIOKYEHH C MCIOJIb30BAaHUEM IOAXOAA
«O0IUX KPUTEPUEBY..

12. Hayuyno-meromuyeckoe obOecrnedeHne aynuta HWHGOPMAIIMOHHOW 0€301MacHOCTH
UH(POPMALIMOHHBIX CUCTEM..

13. MOHUTOPUHT MOJIUTUKU CETEBOM O€30IIaCHOCTH Ha OCHOBE MOJIEJIH CLIEHAPHEB aTakK..

14. Pa3paboTka Hay4HO-METOJIMYECKOTro oOecreyeHus OoOydeHUs aJMUHUCTPHUPOBAHUIO
0€30MacHOCTH OTEPAIMOHHBIX CUCTEM..

15. HayuHo-meromuueckoe  obOecriedeHHe  OOyueHHMsS  TEXHOJOTHMSM  3aIlUThI
nH(pOpPMAIIMOHHBIX CUCTEM OT KuOeparak B hopmate “attack-defense”..

16. MogaenupoBaHie MpPOIECCOB HENPEpHIBHOCTH Ou3Heca B MH(POPMALMOHHON
0€30MaCHOCTH..

17. HayuyHo-meToauyeckoe oOecredeHHe  3aIllUThl  KOMMEpYecKoil  TallHbl B
KOPIOpaTUBHON MH(POPMAITMOHHOMN CHCTEME..

18. Ouenka 3(h(HeKTUBHOCTH CUCTEM YIpaBlieHUs MH(OPMAIMOHHON O€30MacHOCTH Ha
UMHUTAIUOHHBIX MOJICIISIX. .

19. TexHonoruu BHeApeHUs 06aauHoi snekrpoHHoi noanucu B EAUC ®TC POCCHUMN..

20. Hayuno-meronnueckoe o0ecrnieueHue JUISt oOyueHus TEXHOJIOTHSIM
KpUNTOrpadguueckon 3amuThl HHPOPMALIUK. .

21. HayuHo-meroauueckoe oOecriedeHHe s OOy4YeHHs] TEXHOJIOTHSIM TECTHUPOBAHUS
0€30MaCHOCTH MPUKJIIAHOTO NMPOrPaMMHOI0 odecriedeHus, ucnonaszyemoro B WEB-cepBucax..

22. Pa3paboTka METOJUKHU MPOBEIECHNUS BBISIBICHUS U PACCIE€IOBAHUS MHIUACHTOB YTEUKU
UH(OPMAaLIMU B KOPIIOPATUBHBIX MH(OPMAIIMOHHBIX CUCTEMaxX ¢ Hcrnoyib3oBanueM DLP-cuctem..

23. PazpaboTka onucaTeNbHBIX BapUAaTUBHBIX Mojelell OOBEKTOB KPUTUUYECKOM
UH(POPMALIMOHHON HHPPACTPYKTYPHI..

24. PearupoBaHH€ Ha MHIIUACHTHI HHPOPMAIIMOHHON 0e30macHOCTH B OaHKOBCKOM cdepe ¢
ucnonb3oBanueM miaardgopmel «SECURITY VISION»..

25. [IpoGnema co3aHusl €IMHOM METOJOJIOTUN TapaHTUPOBAHHOM 3alUThl UHPOPMALUH
JUISL PA3IMYHbIX BU/IOB TaiH..

26. Hayuno-metoaudeckoe oOecTieueHre paccieIoBaHus MHIUACHTOB WH(OPMAIMOHHON
6€301acCHOCTH HH(OPMAIIMOHHBIX CHCTEM..
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27. Pa3paboTka METOIMKU TPOBEICHUS TECTa HAa NMPOHUKHOBEHHE B MH(OPMALMOHHBIC
cUCTeMbl ((MHAHCOBO-KPEIUTHBIX OPraHMU3alluil Ha OCHOBE JIYYIINX IPAKTHUK..

28. CpaBHUTENBHBIN aHaNU3 MpakTuyeckux npasui cragaapra [OCT P MICO/MDK 27002
1 TpeOOBaHMI HOPMATUBHBIX IOKyMeHTOB 110 3amuTte KUU..

29. Hayuno-Merojguueckoe  oOecriedeHHE  OOY4YEHHs  TEXHOJIOTHSIM  CO3JaHHSA
YAOCTOBEPSIONIETO LIeHTpa Ha ocHoBe OpenSSL..

30. OneHka BO3MOKHOCTH CO3JIaHHSI €AMHON METOIMKH 3aIUThl HH()OPMAIHH..

6.2. TpedoBanus k BKP

6.3. O0BeM TEeKCTOBOI YacTH

6.4. O0beM 1eMOHCTPALIMOHHOM YacTH

6.5. llopsinok BoimosiHenusi BKP

6.6. Ilpoueaypa 3amutsl BKP

3amuta BKP npoBoautcs B nopsizike, yreepxaeHHOM B [lonoxkeHnn o rocynapcTBEHHON
utoroBoii arrectanuu oOyyaromuxcs B ®I'bOY BO «HUY «MDN».

6.7. Kpurepum oueHku pe3yabTaTroB 3aimuThl BKP

K I'MA nomyckaercss oOy4aroImuiicsi TOC/E YCIEHNIHOTO MPOXOXKACHUS MPOMEXKYTOUHOU
aTTecTallid MO0 BCEM AMCUUIUIMHAM (MOAYJSIM) M IpakTUKaM 00pa30BaTEIbHOW MPOTrpamMMBbl.
ChopMUpOBaHHOCTh ~ KOMIIETEHIMH,  YCTAaHOBJIIEHHBIX  00pa30BaTEJbLHOM  MPOTrPaMMON,
MOJTBEPKJIaeTCs pe3yJabTaTaMu O0y4eHUs 10 JUCHUILIMHAM (MOIYJIsIM) U MPaKTUKaM y4eOHOro
IUIaHA.

Ha 3ammre BKP  ouneHuBaercs  CHOCOOHOCTH  BBIIYCKHUKAa  OCYILECTBISATh
npodecCHOHATIBHYIO AEATENbHOCTh HE MEHee 4eM B 0JIHOM obiactu (chepe) npodeccnoHaabHOM
JeSTEIbHOCTH U PelaTh 3a/1aui NpodecCHOHaIbHON JIEATEIbHOCTH HE MEHEE YeM OJIHOTO THUIIa,
yCTaHOBJICHHbIE 00pa30BaTEIbHOM MPOrpaMMoi.

[IIkana 1 KpUTEPUH OLIEHUBAHUS Pe3ybTaToOB 3aluThl BKP

Ne | TIoka3zarean IIxana | Kpurepuii onennBanus Bec
OLIeHKH nokasareJis,
%
1 | Ouenka pe3ynbTaToB 5 cpenHuil 6aul Mo NPUI0KEHUIO
o0y4eHus 1o 4 K JTUIUIOMY C OKPYIJIEHUEM J10
JTUCHUILTHHAM 3 COTBIX J0JIei
(Momymnsm) u
MpaKTUKaM y4eOHOro
T1aHa
2 | doknag u 5 - IOKJIaJ 1
JEMOHCTPALIMOHHBIN JEMOHCTPALIMOHHBINA MaTepHrall
MaTepua OXBaTHIBAIOT Bech 00beM BKP,
HMMEIOT JIOTHYECKOE U YETKOE
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MIOCTPOCHHE;

- 00beM U opopmieHne
JIEMOHCTPALIMOHHON YacTu
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJla HaXOJIUTCA B
paMKax, yCTaHOBJICHHBIX B
ITonoxexnuu o
roCyJ1apCTBEHHOW UTOTOBOM
aTTecTaluu oOy4aroluxcs B
®I'BOY BO «HNY « M3y,

- 00yuaromuiicss yBepeHHO U
npodeccnoHanbHO, FPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHATHO U3JIaraeT cojiepKaHue
U CyTh pabOTHI

4 - IOKJIaZ U
JEMOHCTPAILIMOHHBINA MaTepHa
0XBaTBIBAIOT Bech 00beM BKP,
JOTHYHOCTh U
MOCJIEJOBATEIbLHOCTh
MOCTPOCHHUS TOKJIaaa
HECYILIECTBEHHO HAPYIICHBI;

- 00beM 1 opopmIeHHE
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JI0KJIaaa
HECYIIECTBEHHO BBIXOIUT 32
paMKH, YCTaHOBJICHHBIC B
ITonoxenuu o
rOCYJIapCTBEHHOW UTOTOBOM
aTTecTaluy o0y4JaroluXcs B
®I'BOY BO «HNY «MDNx;

- 00yyJaromuiics B 1eJI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO M MOHATHO M3JIaraet
coJiepKaHue U CyTh pabOThI

3 - IOKJIaJ 1
JIEMOHCTPAIIMOHHBINA MaTepHa
OXBAaTHIBAIOT OOJBIIYIO YaCTh
o0bema BKP, noruuHocTs 1
MOCIIEZI0BATEILHOCTh
MTOCTPOCHHUS TOKJIaa
HapYIICHBI;

- 00BeM 1 opopMIeHHE
JIEMOHCTPAIIMOHHOW YacTH B
1IEJIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEeOOBAHMUSIM;
- BpeMsl JIOKJIaJia CyIeCTBEHHO
BBIXOJIHT 32 PaMKH,
yctaHoByieHHbIE B [lonoxennn
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0 TOCYAapCTBEHHOM UTOTOBOM
aTTecTaluy o0yJaromuxcs B
®I'BOY BO «HNY «MBW»;
- 00yJaromuiics u3araer
COJIepKaHUE U CYTh paObOTHI
HEYBEPEHHO, HEUETKO,
JIOITyCKAeT OMIMOKU B
WCTIOJIb30BaHUH
npodecCuoHAIbHON
TEPMHHOJIOTHH,

- TOKJIaJ{ OTINYAETCS
IIOBEPXHOCTHOMU
apryMeHTanuen! OCHOBHBIX
MOJI0KEHU;

- JIOTUYHOCTD U
MIOCJIEZI0BATEIbHOCTD
IIOCTPOEHHUS JOKJIaja
HapyLIECHBbI;

- BpeMs JO0KJIaJia CyIIECTBEHHO
BBIXOJMT 3a PaMKH,
ycTraHoBieHHbIE B [lonokenun
0 rOCYAapCTBEHHOM UTOTOBOM
aTTecTaluy o0yJaromuxcs B
®I'BOY BO «HNY «MDNx;

- oOyuarouiics u3iaraer
coJiepKaHue U CyTh pabOTHI
HEYBEPEHHO U JIOTHYECKH
HEIOoCeA0BaTENbHO,
MOKa3bIBaeT ciadble 3HAHUS
IIpeaMeTa BBIITYCKHOM
KBaJIM(HUKAIIMOHHON paboTHl;

3 | OT3BIB pyKOBOJUTETS O
paboTte u pereH3us

Ha OCHOBE OT3bIBa
PYKOBOAMTEIS U PELUEH3HUH 1O
pemenuto ['OK

4 | OTBeTHI Ha BOMPOCHI
yieHoB [ DK

g1l W | O1

oOyuJaroluiicss OTBeYaeT Ha
BOTIPOCHI TPaMOTHBIM SI3BIKOM,
SICHO, YETKO U MOHATHO;
BOIIPOCHI, 33]JaBac€Mble
yneHamu [' DK, He BBI3BIBAIOT Y
00yyaroIerocs CyueCTBEHHbIX
3aTpyAHECHU,;

oOydJaromuiics OTBEYaeT Ha
BOIIPOCHI IPaMOTHBIM SI3BIKOM,
YE€TKO U MOHSTHO;
OOJIBIIMHCTBO BOIIPOCOB,
3agaBaeMbIX wieHamu I'OK, He
BBI3BIBAIOT y 00YUaIOMIErocs
CYIIECTBEHHBIX 3aTPYy/IHCHHI,

Ha TIOCTaBJICHHBIE BOTIPOCHI
oOydJaronuiics OTBeYaeT
HEYBEPEHHO, JJOTHYECKH
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HETIOCJIEeI0BATENLHO,
JIOITYCKaET MOTPEITHOCTH,
MyTaeTcs B IPOPeCCUOHATHLHON
TEPMHHOJIOTHH,

2 oOydJaronuiics HeMpaBUILHO
OTBEUACT HA MMOCTABIICHHBIC
BOTIPOCHI MJIH 3aTPYAHSIETCS C
OTBETOM

* — cymMMa BecoB nokazatesnei gomkHa ob1th 100%

Kaxnapiii wien ['DOK BpICTaBiIsieT OLICHKH IO Ka)XJOMy IOKa3aTeNl0 B COOTBETCTBUHU CO
LIKAJION M KPUTEPUSMHU OLIEHHMBAaHUA pe3yapTaToB 3aminThl BKP. Ouenka pe3ynbTaToB 3aIiuThl
BKP xaxnapim unenom ['OK onpezaensieTcs MHTErpalibHO ¢ YYETOM Beca KaXKJI0ro MoKa3aTeJsl.

HroroBas omenka 3a 3amuty BKP ompenensercs kak cpenHeapudMeTHuecKas OIEHOK,
BBICTaBJIEHHBIX wieHamMu [ DK ¢ okpyriennem 10 1enoro yucia.

7. YYAEBHO-METOAUYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHUE I'HA
ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BaThCS

7.1 lleyaTHble U 3JIEKTPOHHbIE U3IAHMSL:

1. Bannaiiues, C. B. YnpaBieHne MHHOBalMOHHBIM OM3HECOM : Y4eOHOe mocobue s
BY30B 10 3KOHOMUYeckuM crennansHoctsaM / C. B. Banpaiie. — M. : FOnuTH, 2001. — 343 ¢c. —
ISBN 5-238-00252-1.

2. Cucrema meHemxmenTa uHdopmarmonnoit 6e3omacaoctu 'OCT P MCO/MBK 27001-
2006 (mpoekTbl NOKyMeHTOB) : [ydueOHO-meroamueckoe mocoodue] / A. C. Mwunzos, A. IO.
Hesckuii, O. P. baponos, P. A. CiobaeB, M-Bo oOpa3zoBanus u Hayku P®, Ham. uccnen. yH-t
"MD" (HUY"MDU"), UnxeHepHO-2PKOHOMHUY. WH-T HallMOHAJIBHOTO Hccien. yH-ta "MOUN",
Kagenpa "besonacnoctu u Mapopmanmonnsix Texnonoruit" (BUT). — M. : BHUUreocuctewm,
2019. — 98 c. — ABT. yka3zansl Ha 00opoTte TuT. 1. — ISBN 978-5-8481-0234-5.

3. Xopes, II. b. 3amura nH(pOPMALMOHHBIX CHUCTEM : y4deOHOe IMOcoOHe MO Kypcam
"3amurta uH@opmanuu", "MeToasl M CpelIcTBa 3alIUThl KOMIBIOTEPHOM HHpopManuu" Mo
HanpasineHusMm "[lpuxiagHas mMatematuka u uHpopmaruka", "MHPoOpMalMOHHbIE CUCTEMBI U
texunosiorun" u "llpuknagnas uadopmaruka" / I1. b. Xopes, Mock. snepr. ua-t (MOU TY). —
M. : U3patensckuii mom MOU, 2010. — 88 ¢. — ISBN 978-5-383-00546-0.

4. Xopes, I1. b. [IporpamMmHo-anmapaTHas 3amura UHPOPMALMK : yueOHOEe TTocoOue ist
BYy30B 10 HamnpasieHuto "MHpopmanmonnas 6ezonacHocts” / I1. b. Xopes. — 2-e uzn., ucnp. u
nor. — M. : ®opym : UHOPA-M, 2017. — 352 c¢. — (Beiciiee obpa3oBanue). — ISBN 978-5-
00091-004-7.

5. I'pymo, A. A. Teopernueckue OCHOBBI KOMIIBIOTEPHOH O€30MacHOCTH : YydeOHOe
nocobue g By3oB no crneuuanbHoctd 090100 "Unpopmanmonnas Oe3omacHocTs" / A. A.
I'pymo, 3. A. Ilpumenko, E. E. Tumonuna. — M. : AKAJIEMUSL, 2009. — 272 c. — (Beicmiee
npodeccuonagbHoe oopaszoBanue). — ISBN 978-5-7695-4242-8.

6. Mun3os, A. C. Ynpasnenue puckamu HHGOPMAITMOHHON 0€301MacHOCTH : [MOHOTpadus]
/ A. C. Munsos, A. 1O. Hesckuii, O. P. baponos ; pen. A. C. Mun3zoB ; Hau. uccnen. yH-T
"MD" (HUY"MDBUN"), UrxeHepHO-DPKOHOMHUY. WH-T HallMOHAJIBHOTO Hccien. yH-ta "MOU",
Kagpenpa "bezomachoctu wu Hudpopmaumonnsix Texnomoruit" (BUT). — Mocksa
BHWMUreocucrem, 2019. — 106 c. — ISBN 978-5-8481-0240-6.

7. Caak, A. D. NnbopMallMOHHbIE TEXHOJOTHH YIpPABICHHUS : Y4€OHHMK JUIsl BY30B IO
crenuanbHocTH "l'ocynmapcTBeHHOe W MyHHIMnNanbHoe ympasieHue" / A. 3. Caak, E. B.
[TaxomoB, B. H. TrourasikoB. — 2-e uza. — CII6. : ITutep, 2010. — 320 c. + CD-ROM. — (YueOHuk
1utst By30B). — ISBN 978-5-91180-680-4.
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8. Mamokx, A. A. MHWHpopmanmmoHnHas 0e€30MaCHOCTh: KOHIICNITyallbHBIE |
METO/IOJIOTUYECKHE OCHOBBI 3allUThl HHPOpManuu : ydeOHOe Tmocobue isd BY30B IO
cnermansHocT 075400 "KommiekcHas 3amura 00bekToB nHpopmanmu" / A. A. Manrok. — M. :
I'opstuas JIuaus-Tenekom, 2004. — 280 c. — ISBN 5-935171-97-X.

9. Munzo, A. C. MeTogonorus NPUMEHEHHS TEPMUHOB U ONpEIEICHH B cdepe
WH(OPMALIMOHHON, SKOHOMHMYECKON U KOMIUIEKCHON Oe3omacHOoCcTH Ou3Heca : y4deOHO-
metoaunyeckoe nocobue / A. C. Munzos, JI. M. Kynbyraes, Han. uccnen. ya-t "MOU", Un-1
6e3onacHoctu 6uzneca MOU (TY). — M. : BHUUreocucrem, 2011. — 84 c. — ISBN 978-5-8481-
0083-9.

10. Tpodumona, JI. A. Meroapl TPHUHATHS YNPABICHYECKUX PEIICHUH : YYSOHUK s
OakanaBpoB 1o HanpasneHuto "Menemxment" / JI. A. Tpodumosa, B. B. Tpopumos, C.-ITerep0.
roc. 5KOHOMHUY. YH-T. — M. : FOpaiit, 2013. — 335 c. — (bakanap. ba3ossrit kypc). — ISBN 978-5-
9916-3167-9.

11. OpranuzannoHHOE MOBEACHHE : YUEOHUK U MPAKTUKYM JIJISl BY30B 110 SKOHOMHYECKUM
HanpaBieHusM U crenuainbHocTsM / C. A. Bapkos, O. B. I'aBpuiienko, B. 1. 3y0kos, [u ap.] ;
pen. C. A. bapkoB. — Mocksa : HOpaiit, 2020. — 453 c. — (Bricmee oO6pa3oBanue). — ABTOpPBI
ykasanbl Ha 6-if ¢. — ISBN 978-5-534-00926-2.

12. baGam, A. B. Mudopmanuonnas Oe3onacHocTh. VicTopus 3amuThl WHPOpMAUA B
Poccum : [yueOnoe mocodue] / A. B. babam, E. K. Bapanosa, [I. A. Jlapuna. — M. : KJ1V, 2015. —
736 c. — ISBN 978-5-98227-928-6.

13. Teopusst W UpakTUKAa NPUHATHS YIPABICHYECKUX pEIICHUH : y4eOHWK Jis
oOydaromuxcsi MO  IporpaMMaM  BbIciIero  oOpazoBanusi  Hampasienus  38.04.04
"T'ocyaapCTBEeHHOE W MyHHUIMIIATbHOE yrpaBieHue" (kBanudukamus (crernens) "maructp") / I
H. MockButuH, [u 1p.], Poc. skonomuu. yH-T um. I'. B. Ilnexanosa ; pen. I'. 1. MockBuTuH. —
M. : KnoPyc, 2019. — 340 c. — (bakanaBpuat u maructpatypa). — ISBN 978-5-406-06684-3.

14. bacenko B. II.,)KykoB b. M.,PomanoB A. A.- "OpranuzauvoHHOEe NOBEACHHUE",
W3narensctBo: "Jlamkos u K", Mocksa, 2020 - (384 c.)

15. A. 1. Eropos- "OcHoBel Teopun ynpasienus", M3narenscto: "®@uszmariur”, Mocksa,
2007 - (506 c.)

16. A. K. Iunos- "Ympasnenue uHPOpMarmoHHONW Oe3omacHocThIO", M31aTenbeTBO:
"FOxHbIit penepanbHblil yauBepcutet", PocroB-Ha-Jlony, Taranpor, 2018 - (121 c.)

17. AntonoB M. IO.- "Crparernmss M METOHOJOTUS HWHHOBALMOHHOTO Ppa3BUTHSL:
3apyOexHbIl U oTedecTBeHHbIN onbIT", M3garenscTBo: "JlamkoB u K", Mocksa, 2013 - (159 c.)

18. "UHTennekTyaibHbli aHaiu3 AaHHBIX cpenctBamu MS SQL Server 2008", (2-e uzn.),
WznarensctBo: "MHTYUT", Mocksa, 2016 - (337 c.)

19. bounapenko Y. C., demuummn 1O. B.- "Mertons! u cpeactsa 3amutsl uHGopmammu”,
WznarensctBo: "MUCUC", Mocksa, 2018 - (32 ¢.)

20. TIpoxopoBa O. B.- "MudopmarmonHas Oe30macHOCTh U 3amuTa nHpopmaruu”, (2-¢
U3, uctp.), U3narenscto: "Jlanp", Cankr-IletepOypr, 2020 - (124 c.)

7.2 JIuueH3u0HHOe M CBOOOAHO PAaCcIpoCTpPaHsieMoe MPOrpaMMHoe odecrneyeHme:
1. CO "IIpomereit"
2. Office / Poccuiickuit makeT o()UCHBIX IpOrpaMm
3. Windows / OniepanrionHasi cucrema cemeiictsa Linux
4. Buneoxondepeniuu (Maitna, Coepmxas, BK u ap)
5. Antumnaruat BY3

7.3 UHTEepHeT-pecypcehl, BKJIYasA NPodecCHOHAIbHBIC 0a3bl JAaHHBIX U HH(OPMAILIHOHHO-
CIIPaBOYHbBIC CUCTEMBI:

1. 9BC Jlans - https://e.lanbook.com/

2. 9BbC "YHuBepcurerckas 0u0u0TEeKa OHJIAMH" -
http://biblioclub.ru/index.php?page=main_ub_red
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3. Hayunas yy1ekTponHas ouéauoreka - https://elibrary.ru/

4. baza nanubsix BUHUTMH online - http://www.viniti.ru/

5. DnexTpoHHbBIe pecypcbl H3aaTebeTBa Springer - https://link.springer.com/
6. baza nannbix Web of Science - http://webofscience.com/

7. Ba3za nannbix Scopus - http://www.scopus.com

8. HauuoHanbHasi 3JIeKTpOHHAas OudamoTeka - https://rusneb.ru/

9. 9BC "KoncyabTanT cryaenra' - http://www.studentlibrary.ru/

10. DuexTponnas oudmoreka MIOU (b MOMH) - http://elib.mpei.ru/login.php
11. Uudopmuo - https://www.informio.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

ITpu nmonroroske k 'MMA u npoBenenust A ncnonb3yroTcs yueOHbIC ayTUTOPUH M IIOMEIIEHUE
JUISL CAMOCTOSITENIbHOU paboThl oOyuaromuxcs. [IpuMepHsIii nepedeHb NOMEIIeHU IPUBE/ICH B
Ta0JIHLIE.

Tun nomenmeHus Homep ayauropuu, OcHalenne
HaNMeHOBaHHeE
Ilomemtenus st HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI MMCbMEHHBIMN,
CaMOCTOSTCILHOMI JleknmonHas CTYJ1, MPUHTEP, KOHAULIHUOHEDP, BEIIAJIKA JJISI
paboThI ayIUTOpUs OJICK/bI, CBETHIILHUK ITOTOJIOYHBIH C

AUOJHBIMU JIaMIIaMH, KOMIIBIOTEPHAsA CETh C
BBIXOJIOM B IHTEpHET, KOMIBIOTEP
MIEPCOHAJIbHBIN

Ilomemtenus st
KOHCYJIbTUPOBAHUS

M-511, YueOHas
ayTUTOpUS

CTOJI IPENoiaBareis, napTa, CTyJj, SKpaH,
MYJIbTUMEIUMHBIA IPOEKTOP, JOCKA
MapKepHas, KOMIBIOTEP IEPCOHAIbHBIN

VY4eOHble ayuTopun
JUIS IPOBEICHUS

M-511, Yuebnas
ayIuTOpUs

CTOJI IIPENoiaBaTells, apTa, CTyll, dKpaH,
MYJIbTUMEAUUHBIA TPOEKTOP, AOCKA

MIPOMEKYTOYHON MapKepHasi, KOMIIBIOTEP IePCOHAIbHBIN

aTTecTaluu
VYueOubie aynuropun | XK-120, MammHHbIH cepBep, KOHIUIMOHEP, KOMMYTAaTOp

IS IPOBEICHUS 3as1 UBIL]

IIPOMEKYTOUHON
aTTecTaluu

[Tomemenus st K-202/2, Cknag | cTennax AJis XpaHEHUs MHBEHTaps, mKad ais
XpaHEHUus kadenpet BUT XpaHEeHUs UHBEHTapsl, MKad I JOKYMEHTOB,

000pyI0BaHUS U
y4eOHOT0 MHBEHTaps

CTOJI, CTYJI, CBETUJILHHK ITOTOJIOYHBIN C
JFOMHHECHEHTHBIMHU JIaMIIaMH, KOMMYTATop,
TyMOa, 3IeKTPUIECKUE PO3ETKH, 3allaCHbIE
KOMILJIEKTYIOIINE JJIsi 000PYIOBaHUSI,
nH(OpMalMOHHBIE (MIHTEPHET) PO3ETKH

Ilomemmenus misa
CaMOCTOSITEIILHOU
paboTHI

K-307, Yuebnas
naboparopus
"OTKpBITOE
MPOrPaMMHOE
obecrieueHue"

CTOJI IIPEI0IaBaATENS, CTOJI KOMIIBIOTEPHBIH,
CTOJI Y4eOHBIi, CTyJI, KOMIIbIOTEP
[IEpCOHAIIbHBIN, CEPBEP, IIEKTPUUECKUE
PO3€TKH, KOMIIBIOTEPHAs CETh C BBIXOJOM B
WntepHer, nHPpOpMaIIMOHHBIE (MHTEPHET)
PO3ETKH, BEIIajKa JIJIsl OJIeXkAbI, TymOa,
KOHJUIIMOHEP, KOMMYTAaTOp, 10CKa
MapKepHasl, 5KpaH, MyJIbTUMEIUINHBINA
IIPOEKTOP

ITomemenus s
CaMOCTOSITSILHOU

K-302, YueOnas
nabopaTopus

CTOJI MPETo1aBaTesi, CTOJI KOMIBIOTEPHBIH,
CTYJ1, KOMIIBIOTEP NIEPCOHAIIBHBIM, CEPBEP,
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Tun nomemenust Homep aynuropuu, OcHamenue
HAHMEHOBaHHUE
paboThI "MHpOpMaLlMOHHO- | 3JIEKTPUUYECKUE PO3ETKU, HH(POPMALIMOHHBIE
AQHAJIUTUYECKUE (MHTEpHET) PO3ETKH, CBETUIILHUK
TEXHOJIOTUN" IIOTOJIOYHBIN C TFOMUHECLEHTHBIMU JIAMIIaMH,

KOMMYTaTop, A0CKa MapKepHasl, SKpaH,
MYJBTUMEAUNHBIN MPOEKTOP, KOHIUITUOHED

ITomemmenust misa
KOHCYJIbTUPOBAHUS

K-601, YuecOnas
ayJIUTOpHUs

CTOJI IIPETIoIaBaTesl, CTYJI, MapTa CO CKaMbE,
9KpaH, MyJIbTUMEIUITHBINA IPOEKTOP, A0CKa
MEJIOBasi, CBETHIIbHHUK MTOTOJIOYHBIN C
JIOMUHECIICHTHBIMU JIaMIIaMu, TpUOyHa
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